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QUESTION 1

HOTSPOT 

In the image of the Screened Host Firewall Architecture given below, select the element that is commonly known as the
choke router. 

Hot Area: 

Correct Answer:  
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QUESTION 2

Ryan wants to create an ad hoc wireless network so that he can share some important files with another employee of
his company. 

Which of the following wireless security protocols should he choose for setting up an ad hoc wireless network? (Choose
two) 

A. WPA2 -EAP 

B. WPA-PSK 

C. WEP 

D. WPA-EAP 

Correct Answer: BC 

Ryan can either choose WEP or WPA-PSK wireless protocol to set an ad hoc wireless network. 

Answer: A is incorrect. WPA2-EAP cannot be chosen for an ad hoc wireless network, as it requires RADIUS (Remote
Authentication Dial- In User Service) server for authentication. Answer: D is incorrect. WPA-EAP cannot be chosen for
an 

ad hoc wireless network, as it requires RADIUS (Remote Authentication Dial-In User Service) server for authentication. 

 

QUESTION 3

DRAG DROP 
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John works as a Network Administrator for Blue Well Inc. All client computers in the company run the Windows Vista
operating system. He wants to view the status of Windows Defender. What steps will he take to accomplish the task? 

Select and Place: 

Correct Answer: 

Windows Defender is a software product designed by Microsoftto provide continuous security against malware. If it
detects anything suspicious, an alert will appear on the screen. Windows Defender can also be used to scan a computer
for 

suspicious software. It can remove or quarantine any malware or spyware it finds. 

Clicking on the Security Center icon will show the status of malware protection, status of firewall, and other security
settings. 

Clicking on the Windows Firewall icon will open the Windows Firewall dialog box and allow a user to configure the
Windows Firewall settings. 

 

QUESTION 4

John visits an online shop that stores the IDs and prices of the items to buy in a cookie. After selecting the items that he
wants to buy, the attacker changes the price of the item to 1. 

Original cookie values: ItemID1=2 ItemPrice1=900 ItemID2=1 ItemPrice2=200 

Modified cookie values: ItemID1=2 ItemPrice1=1 ItemID2=1 ItemPrice2=1 
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Now, he clicks the Buy button, and the prices are sent to the server that calculates the total price. 

Which of the following hacking techniques is John performing? 

A. Cross site scripting 

B. Man-in-the-middle attack 

C. Cookie poisoning 

D. Computer-based social engineering 

Correct Answer: C 

John is performing cookie poisoning. In cookie poisoning, an attacker modifies the value of cookies before sending them
back to the server. On modifying the cookie values, an attacker can log in to any other user account and can perform
identity theft. The following figure explains how cookie poisoning occurs: 

For example: The attacker visits an online shop that stores the IDs and prices of the items to buy in a cookie. After
selecting the items that he wants to buy, the attacker changes the price of the item to 1. 

Original cookie values: ItemID1= 2 ItemPrice1=900 ItemID2=1 ItemPrice2=200 

Modified cookie values: ItemID1= 2 ItemPrice1=1 ItemID2=1 ItemPrice2=1 

Now, the attacker clicks the Buy button and the prices are sent to the server that calculates the total price. 

Another use of a Cookie Poisoning attack is to pretend to be another user after changing the username in the cookie
values: 

Original cookie values: LoggedIn= True Username = Mark 
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Modified cookie values: LoggedIn= True Username = Admin 

Now, after modifying the cookie values, the attacker can do the admin login. 

Answer: A is incorrect. A cross site scripting attack is one in which an attacker enters malicious data into a Website. For
example, the attacker posts a message that contains malicious code to any newsgroup site. When another user views 

this message, the browser interprets this code and executes it and, as a result, the attacker is able to take control of the
user\\'s system. Cross site scripting attacks require the execution of client-side languages such as JavaScript, 

Java,VBScript, ActiveX, Flash, etc. within a user\\'s Webenvironment. With the help of a cross site scripting attack, the
attacker can perform cookie stealing, sessions hijacking, etc. 

 

QUESTION 5

Which of the following processes are involved under the COBIT framework? 

A. Managing the IT workforce. 

B. Correcting all risk issues. 

C. Conducting IT risk assessments. 

D. Developing a strategic plan. 

Correct Answer: ACD 

The Control Objectives for Information and related Technology (COBIT) is a set of best practices (framework) for
information technology (IT) management, which provides managers, auditors, and IT users with a set of generally
accepted 

measures, indicators, processes and best practices to assist them in maximizing the benefits derived through the use of
information technology and developing appropriate IT governance and control in a company. It has the following 11 

processes: 

Developing a strategic plan. 

Articulating the information architecture. 

Finding an optimal stage between the IT and the organization\\'s strategy. 

Designing the IT function to match the organization\\'s needs. 

Maximizing the return of the IT investment. 

Communicating IT policies to the user\\'s community. 

Managing the IT workforce. 

Obeying external regulations, laws, and contracts. 

Conducting IT risk assessments. 

Maintaining a high-quality systems-development process. 
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Incorporating sound project-management techniques. 

Answer: B is incorrect. Correcting all risk issues does not come under auditing processes. 
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