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QUESTION 1

Which of the following should propose applicable and effective security controls for managing the risks? 

A. Risk assessment 

B. Risk treatment plan 

C. Risk communication 

D. Risk management plan 

Correct Answer: D 

 

QUESTION 2

Which of the following methods of encryption uses a single key to encrypt and decrypt data? 

A. PGP 

B. Symmetric 

C. S/MIME 

D. Asymmetric 

Correct Answer: B 

 

QUESTION 3

Which of the following protocols implements VPN using IPSec? 

A. PPP 

B. L2TP 

C. PPTP 

D. SLIP 

Correct Answer: B 

 

QUESTION 4

Which of the following needs to be documented to preserve evidences for presentation in court? 

A. Chain of custody 

B. Incident response policy 
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C. Account lockout policy 

D. Separation of duties 

Correct Answer: A 

 

QUESTION 5

Which of the following statements about DMZ is true? 

A. DMZ is a corporate network used as the Internet. 

B. DMZ is a firewall that lies in between two corporate networks. 

C. DMZ is a network that is not connected to the Internet. 

D. DMZ is a network that lies in between a corporate network and the Internet. 

Correct Answer: D 
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