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QUESTION 1

You are concerned about rootkits on your network communicating with attackers outside your network. Without using an
IDS how can you detect this sort of activity? 

A. By examining your firewall logs. 

B. By examining your domain controller server logs. 

C. By setting up a DMZ. 

D. You cannot, you need an IDS. 

Correct Answer: A 

 

QUESTION 2

The security of a computer against the unauthorized usage largely depends upon the efficiency of the 

applied access control method. Which of the following statements are true about a computer access 

control method? 

Each correct answer represents a complete solution. Choose all that apply. 

A. It can be based upon fingerprint or eye recognition. 

B. It can be time-synchronous. 

C. It provides security against the virus attacks. 

D. It provides security against Eavesdropping. 

E. It checks the authenticity of a person. 

F. It is used to encrypt a message before transmitting it on a network. 

Correct Answer: ABE 

 

QUESTION 3

You are concerned about outside attackers penetrating your network via your company Web server. 

You wish to place your Web server between two firewalls One firewall between the Web server and the outside world
The other between the Web server and your network What is this called? 

A. IDS 

B. SPI firewall 

C. DMZ 
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D. Application Gateway firewall 

Correct Answer: C 

 

QUESTION 4

Which of the following best describes the identification, analysis, and ranking of risks? 

A. Design of experiments 

B. Fast tracking 

C. Fixed-price contracts 

D. Plan Risk management 

Correct Answer: D 

 

QUESTION 5

Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use Steganographic file 

system method to encrypt and hide some secret information. Which of the following disk spaces will he 

use to store this secret information? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Slack space 

B. Unused Sectors 

C. Dumb space 

D. Hidden partition 

Correct Answer: ABD 
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