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QUESTION 1

You switch on your mobile Bluetooth device to transfer data to another Bluetooth device. Which of the following
Information assurance pillars ensures that the data transfer is being performed with the targeted authorized Bluetooth
device and not with any other or unauthorized device? 

A. Data integrity 

B. Confidentiality 

C. Authentication 

D. Non-repudiation 

Correct Answer: C 

 

QUESTION 2

Your computer continues to operate even if its disk drive has failed. This ability is known as _____. 

A. Recovery 

B. Fault Tolerance 

C. Backups 

D. Disaster Recovery 

E. Hashing 

F. Independent Disks 

Correct Answer: B 

 

QUESTION 3

You are the project manager for TTX project. You have to procure some electronics gadgets for the project. A relative of
yours is in the retail business of those gadgets. He approaches you for your favor to get the order. This is the situation
of ____. 

A. Bribery 

B. Irresponsible practice 

C. Illegal practice 

D. Conflict of interest 

Correct Answer: D 
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QUESTION 4

You are the Security Consultant and have been contacted by a client regarding their encryption and hashing algorithms.
Their in-house network administrator tells you that their current hashing algorithm is an older one with known
weaknesses and is not collision resistant. Which algorithm are they most likely using for hashing? 

A. PKI 

B. MD5 

C. SHA 

D. Kerberos 

Correct Answer: B 

 

QUESTION 5

Which of the following refers to a condition in which a hacker sends a bunch of packets that leave TCP ports half open? 

A. PING attack 

B. Spoofing 

C. Hacking 

D. SYN attack 

Correct Answer: D 
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