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QUESTION 1

You are the Administrator for a corporate network. You are concerned about denial of service attacks. Which of the
following measures would be most helpful in defending against a Denial-of-Service (DoS) attack?

A. Shorten the timeout for connection attempts.
B. Place a honey pot in the DMZ.

C. Implement a strong password policy.

D. Implement network based antivirus.

Correct Answer: A

QUESTION 2

You are an Incident manager in Orangesect.Inc. You have been tasked to set up a new extension of your enterprise.
The networking, to be done in the new extension, requires different types of cables and an appropriate policy that will be
decided by you. Which of the following stages in the Incident handling process involves your decision making?

A. Containment

B. Identification

C. Preparation

D. Eradication

Correct Answer: C

QUESTION 3

Availability Management allows organizations to sustain the IT service availability to support the business
at a justifiable cost. Which of the following elements of Availability Management is used to perform at an
agreed level over a period of time?

Each correct answer represents a part of the solution. Choose all that apply.

A. Maintainability

B. Resilience

C. Error control

D. Recoverability

E. Reliability
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F. Security
G. Serviceability

Correct Answer: ABDEFG

QUESTION 4

What are the benefits of using a proxy server on a network? Each correct answer represents a complete solution.
Choose all that apply.

A. It enhances network security.

B. It uses a single registered IP address for multiple connections to the Internet.

C. It cuts down dial-up charges.

D. It is used for automated assignment of IP addresses to a TCP/IP client in the domain.

Correct Answer:. AB

QUESTION 5

Which of the following protocols implements VPN using IPSec?
A. SLIP

B. PPTP

C.PPP

D. L2TP

Correct Answer: D
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