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QUESTION 1

Your Company is receiving false and abusive e-mails from the e-mail address of your partner company. When you
complain, the partner company tells you that they have never sent any such e-mails. Which of the following types of
cyber crimes involves this form of network attack?

A. Cyber squatting

B. Cyber Stalking

C. Man-in-the-middle attack

D. Spoofing

Correct Answer: D

QUESTION 2

You are the Network Administrator for a software development company. Your company creates various utilities and
tools. You have noticed that some of the files your company creates are getting deleted from systems. When one is
deleted, it seems to be deleted from all the computers on your network. Where would you first look to try and diagnose
this problem?

A. Antivirus log

B. System log

C. IDS log

D. Firewall log

Correct Answer: A

QUESTION 3

Computer networks and the Internet are the prime mode of Information transfer today. Which of the following is a
technique used for modifying messages, providing Information and Cyber security, and reducing the risk of hacking
attacks during communications and message passing over the Internet?

A. Risk analysis

B. Firewall security

C. OODA loop

D. Cryptography

Correct Answer: D
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QUESTION 4

You work as a Network Administrator for Tech World Inc. The company has a TCP/IP-based router. You have
configured a router on your network. You want to accomplish the following goals:

| Configure the router to require a password to move from user EXEC mode to privileged EXEC mode. | The password
must be listed as a hidden entry in the configuration file.

You run the following command: enable password Which of the goals will this action accomplish?
A. The password will be listed as a hidden entry in the configuration file

B. The action will accomplish neither of the goals

C. The action will accomplish both the goals

D. The router will require a password to move from user EXEC mode to privileged EXEC mode

Correct Answer: D

QUESTION 5

The ATM of a bank is robbed by breaking the ATM machine. Which of the following physical security devices can now
be used for verification and historical analysis of the ATM robbery?

A. Biometric devices

B. Intrusion detection systems
C. Key card

D. CCTV Cameras

Correct Answer: D
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