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QUESTION 1

Which of the following Metasploit tools will generate a payload that can be introduced to a Windows system as shown in
the image? 

A. Msfvenom 

B. Msfd 

C. Msfrpc 

D. Msfconsole 

Correct Answer: D 

Reference: https://www.varonis.com/blog/what-is-metasploit/ 

 

QUESTION 2

What is the best approach to successfully filter out potentially harmful characters from user input? 

A. Perform input validation at the client program as the input is being provided. 

B. Include stringent content filtering at each firewall and proxy server. 

C. Define and filter out what is unacceptable, then allow everything else. 

D. Define what is acceptable and filter out everything else. 

Correct Answer: D 

 

QUESTION 3

Which of the following statements are true about session hijacking? 

Each correct answer represents a complete solution. (Choose all that apply.) 
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A. Use of a long random number or string as the session key reduces session hijacking. 

B. It is used to slow the working of victim\\'s network resources. 

C. TCP session hijacking is when a hacker takes over a TCP session between two machines. 

D. It is the exploitation of a valid computer session to gain unauthorized access to information or services in a computer
system. 

Correct Answer: ACD 

 

QUESTION 4

Victor works as a professional Ethical Hacker for ABC Inc. He has been assigned a job to test an image, in which some
secret information is hidden, using Steganography. Victor performs the following techniques to accomplish the task: 

1.

 Smoothening and decreasing contrast by averaging the pixels of the area where significant color transitions occurs. 

2.

 Reducing noise by adjusting color and averaging pixel value. 

3.

 Sharpening, Rotating, Resampling, and Softening the image. 

Which of the following Steganography attacks is Victor using? 

A. Stegdetect Attack 

B. Chosen-Stego Attack 

C. Steg-Only Attack 

D. Active Attacks 

Correct Answer: D  

 

QUESTION 5

Which of the following methods does Netcat use to act as a relay (transferring data from machine to machine)? 

A. By using FTP 

B. By poisoning the ARP cache 

C. By standard I/O redirection 

D. By using telnet 

Correct Answer: C 
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Netcat redirects data through ports allowed by the firewall. In this way, it can transfer data from machine to machine. 
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