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QUESTION 1

The following output is generated by running the show ip route command: 

RouterA#show ip route 

 

Which next hop address will RouterA use in forwarding traffic to 10.10.100.0/24? 

A. 172.18.50.1 

B. 192.168.10.0 

C. 172.18.1.1 

D. 172.18.60.1 

Correct Answer: C 

 

QUESTION 2

Which of the following is an automated vulnerability assessment tool? 

A. Kismet 

B. Nessus 

C. Sniffer 

D. Snort 

Correct Answer: B 

 

QUESTION 3

Adam works as a professional Computer Hacking Forensic Investigator, a project has been assigned to him to
investigate and examine files present on suspect\\'s computer. Adam uses a tool with the help of which he can examine
recovered deleted files, fragmented files, and other corrupted data. He can also examine the data, which was captured
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from the network, and access the physical RAM, and any processes running in virtual memory with the help of this tool.
Which of the following tools is Adam using? 

A. Vedit 

B. WinHex 

C. HxD 

D. Evidor 

Correct Answer: B 

 

QUESTION 4

You work as a professional Computer Hacking Forensic Investigator for DataEnet Inc. You want to investigate e-mail
information of an employee of the company. The suspected employee is using an online e-mail system such as Hotmail
or 

Yahoo. Which of the following folders on the local computer will you review to accomplish the task? 

Each correct answer represents a complete solution. Choose all that apply. 

A. History folder 

B. Download folder 

C. Cookies folder 

D. Temporary Internet Folder 

Correct Answer: ACD 

 

QUESTION 5

________ is a command-line tool that can check the DNS registration of a domain controller. 

A. NBTSTAT 

B. NETSH 

C. DNSCMD 

D. DCDIAG 

Correct Answer: D 
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