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QUESTION 1

You work as a professional Computer Hacking Forensic Investigator for DataEnet Inc. You want to investigate e-malil
information of an employee of the company. The suspected employee is using an online e-mail system such as Hotmail
or Yahoo. Which of the following folders on the local computer will you review to accomplish the task?

Each correct answer represents a complete solution. Choose all that apply.

A. History folder

B. Temporary Internet Folder

C. Download folder

D. Cookies folder

Correct Answer: ABD

QUESTION 2

Which of the following password cracking attacks is based on a pre-calculated hash table to retrieve plain text
passwords?

A. Dictionary attack
B. Rainbow attack

C. Brute Force attack
D. Hybrid attack

Correct Answer: B

QUESTION 3

Which of the following types of evidence is considered as the best evidence?
A. The original document

B. A copy of the original document

C. A computer-generated record

D. Information gathered through the witness\\'s senses

Correct Answer: A
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QUESTION 4

Which of the following NIST RA process steps has the goal to identify the potential threat-sources and compile a threat
statement listing the potential threat-sources that are applicable to the IT system being evaluated?

A. Threat Identification

B. Vulnerability Identification
C. Impact Analysis

D. Control Analysis

Correct Answer: A

QUESTION 5

Which of the following functionality within the Autopsy browser is specifically designed to aid in case management?
A. Hash database

B. File listing

C. Image integrity

D. Keyword searches

Correct Answer: C
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