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QUESTION 1

Which of the following tools are used for footprinting?

Each correct answer represents a complete solution. Choose all that apply.
A. Sam spade

B. Traceroute

C. Whois

D. Brutus

Correct Answer: ABC

QUESTION 2

In which of the following files does the Linux operating system store passwords?
A. Password

B. Passwd

C. Shadow

D. SAM

Correct Answer: C

QUESTION 3

You work as a Network Administrator for Tech Perfect Inc. The company has a TCP/IP-based network. You are
configuring a wireless LAN on the network. You experience interference on your network. Through investigation, you
come to know that three foreign WAPs are within the range of your LAN. Although they have different SSIDs than yours,
they are working on the same channel as yours.

Which of the following steps will you take to reduce the interference?

A. Configure the same SSID as of the foreign networks.

B. Install a router on your network.

C. Change your WAP\\'s channel.

D. Install an external antenna.

Correct Answer: C
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QUESTION 4

An organization wants to mitigate the risks associated with the lost or stolen laptops and the associated disclosure laws,
while reporting data breaches. Which of the following solutions will be best for the organization?

A. Hashing function

B. Digital signature

C. Trusted Platform Module
D. Whole disk encryption

Correct Answer: D

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He traceroutes the We-are-secure server and gets the following result:

traceroute to IP address ([P address): 1-30 hops, 28 byte packets
1 5F-rt5-fe9-0 geo.net (166.90.6.1) 0.48 ms 0.440 ms 0 373 ms

2 wF-cerel-hl geonet (166.90.1.17) 0618 ms 0.571 ms 0521 ms
35F-rt2-f geonet (1669057 1.19ms 1.94 ms 1. 13 ms

4***

5***

Considering the above traceroute result, which of the following statements can be true?
Each correct answer represents a complete solution. Choose all that apply.

A. While tracerouting, John\\'s network connection has become slow.

B. Some router along the path is down.

C. The We-are-secure server is using a packet filtering firewall.

D. The IP address of the We-are-secure server is not valid.

Correct Answer: ABC
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