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QUESTION 1

What piece of information would be recorded by the first responder as part of the initial System Description? 

A. Copies of log files 

B. System serial number 

C. List of system directories 

D. Hash of each hard drive 

Correct Answer: B 

 

QUESTION 2

Who is ultimately responsible for approving methods and controls that will reduce any potential risk to an organization? 

A. Senior Management 

B. Data Owner 

C. Data Custodian 

D. Security Auditor 

Correct Answer: D 

 

QUESTION 3

Throughout the week following a new IPS deployment, nearly every user on the protected subnet submits helpdesk
tickets regarding network performance and not being able to access several critical resources. What is the most likely
reason for the performance issues? 

A. The incoming traffic is overflowing the device\\'s TAP buffer 

B. The in-line TAP experienced a hardware failure 

C. The IPS sensor was changed from test mode to production mode 

D. The IPS sensor was powered off or moved out of band 

Correct Answer: A 

Explanation: When deploying an IPS, you should carefully monitor and tune your systems and be aware of 

the risks involved. You should also have an in-depth understanding of your network, its traffic, and both its 

normal and abnormal characteristics. It is always recommended to run IPS and active response 

technologies in test mode for a while to thoroughly understand their behavior. 
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If the IPS had been previously powered off the performance issues would have impacted all network traffic, 

not just critical resources, and the issue would have begun on day 1 of deployment. 

A hardware failure of the TAP would bring connectivity to a stop, not just impact users access to critical 

resources. 

If the IPS and/or TAP cannot keep up with traffic, the user\\'s issues would have been more sporadic, rather 

than focused on a sudden loss to critical resources. 

 

QUESTION 4

Following a Digital Forensics investigation, which of the following should be included in the final forensics report? 

A. An executive summary that includes a list of all forensic procedures performed. 

B. A summary of the verified facts of the incident and the analyst\\'s unverified opinions. 

C. A summary of the incident and recommended disciplinary actions to apply internally. 

D. An executive summary that includes high level descriptions of the overall findings. 

Correct Answer: D 

Explanation: A professional forensic report should include an executive summary, including a description of the incident
and the overall findings. 

The written report needs to be factually accurate and free from speculation or bias, meaning that an analyst\\'s
unverified or unsubstantiated opinions should not be included in the report. Beyond the executive summary, the detailed
report should include a description of the data preserved, a detailed explanation of the procedures performed, and a
summary of the facts. Disciplinary action, if needed, would be addressed 

through other channels and not included in the forensic analyst\\'s report. 

 

QUESTION 5

Requiring criminal and financial background checks for new employees is an example of what type of security control? 

A. Detective Support Control 

B. Detective Operational Control 

C. Detective Technical Control 

D. Detective Management Control 

Correct Answer: D 

Explanation: Management Controls include: Policies, guidelines, checklists, and reporting. 

Detective management controls include personnel security. As a detective control, we are referring to 
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indepth background investigations, clearances, and rotation of duties. 
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