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QUESTION 1

Which could be described as a Threat Vector? 

A. A web server left6 unpatched and vulnerable to XSS 

B. A coding error allowing remote code execution 

C. A botnet that has infiltrated perimeter defenses 

D. A wireless network left open for anonymous use 

Correct Answer: A 

A threat vector is the method (crafted packet) that would be used to exercise a vulnerability (fragmentation to bypass
IDS signature). An unpatched web server that is susceptible to XSS simply describes a vulnerability (unpatched) paired
with a specific threat (XSS) and does not touch on the method to activate the threat. Similarly, the coding error that
allows remote code execution is simply describing the pairing of a vulnerability with a threat, respectively. The botnet is
an unspecified threat; there is no indication of how the threat was activated (or it\\'s intention/capabilities; the threat). 

 

QUESTION 2

Which type of attack could be used to obtain IOS router configuration files without a valid user password? 

A. ARP cache poisoning 

B. CDP sniffing 

C. SNMP man in the middle 

D. TFTP brute force 

Correct Answer: D 

Explanation: TFTP is a protocol to transfer files and commonly used with routers for configuration files, IOS images, and
more. It requires no authentication. To download a file you need only know (or guess) its name. CDP, SNMP and ARP
are not used for accessing or transferring IOS configuration files. 

 

QUESTION 3

A compromised router is reconfigured by an attacker to redirect SMTP email traffic to the attacker\\'s server before
sending packets on to their intended destinations. Which IP header value would help expose anomalies in the path
outbound SMTP/Port 25 traffic takes compared to outbound packets sent to other ports? 

A. Checksum 

B. Acknowledgement number 

C. Time to live 

D. Fragment offset 
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Correct Answer: C 

Explanation: In a case study of a redirect tunnel set up on a router, some anomalies were noticed while watching
network traffic with the TCPdump packet sniffer. Packets going to port 25 (Simple Mail Transfer Protocol [SMTP] used
by mail servers and other Mail Transfer Agents [MTAs] to send and receive e-mail) were apparently taking a different
network path. The TLs were consistently three less than other destination ports, indicating another three network hops
were taken. 

Other IP header values listed, such as fragment offset. The acknowledgement number is a TCP, not IP, header field. 

 

QUESTION 4

When attempting to collect data from a suspected system compromise, which of the following should generally be
collected first? 

A. The network connections and open ports 

B. The contents of physical memory 

C. The current routing table 

D. A list of the running services 

Correct Answer: B 

 

QUESTION 5

Of the following pieces of digital evidence, which would be collected FIRST from a live system involved in an incident? 

A. Event logs from a central repository 

B. Directory listing of system files 

C. Media in the CDrom drive 

D. Swap space and page files 

Correct Answer: D 

Explanation: Best practices suggest that live response should follow the order of volatility, which means that you want to
collect data which is changing the most rapidly. The order of volatility is: Memory Swap or page file Network status and
current / recent network connections Running processes Open files 
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