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QUESTION 1

Which of the following assigns a number indicating the severity of a discovered software vulnerability? 

A. CPE 

B. CVE 

C. CCE 

D. CVSS 

Correct Answer: D 

 

QUESTION 2

What is an organization\\'s goal in deploying a policy to encrypt all mobile devices? 

A. Enabling best practices for the protection of their software licenses 

B. Providing their employees, a secure method of connecting to the corporate network 

C. Controlling unauthorized access to sensitive information 

D. Applying the principle of defense in depth to their mobile devices 

Correct Answer: C 

 

QUESTION 3

Which of the following is a responsibility of a change management board? 

A. Reviewing log files for unapproved changes 

B. Approving system baseline configurations. 

C. Providing recommendations for the changes 

D. Reviewing configuration of the documents 

Correct Answer: B 

 

QUESTION 4

Which of the following items would be used reactively for incident response? 

A. A schedule for creating and storing backup 

B. A phone tree used to contact necessary personnel 
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C. A script used to verify patches are installed on systems 

D. An IPS rule that prevents web access from international locations 

Correct Answer: B 

 

QUESTION 5

What is the first step suggested before implementing any single CIS Control? 

A. Develop an effectiveness test 

B. Perform a gap analysis 

C. Perform a vulnerability scan 

D. Develop a roll-out schedule 

Correct Answer: B 
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