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QUESTION 1

When evaluating the Wireless Access Control CIS Control, which of the following systems needs to be tested? 

A. Log management system 

B. 802.1x authentication systems 

C. Data classification and access baselines 

D. PII data scanner 

Correct Answer: B 

 

QUESTION 2

Which of the following is a reliable way to test backed up data? 

A. Verify the file size of the backup 

B. Confirm the backup service is running at the proper time 

C. Compare data hashes of backed up data to original systems 

D. Restore the data to a system 

Correct Answer: D 

 

QUESTION 3

Which activity increases the risk of a malware infection? 

A. Charging a smartphone using a computer USB port 

B. Editing webpages with a Linux system 

C. Reading email using a plain text email client 

D. Online banking in Incognito mode 

Correct Answer: A 

 

QUESTION 4

What could a security team use the command line tool Nmap for when implementing the Inventory and Control of
Hardware Assets Control? 

A. Control which devices can connect to the network 
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B. Passively identify new devices 

C. Inventory offline databases 

D. Actively identify new servers 

Correct Answer: D 

 

QUESTION 5

An auditor is validating the policies and procedures for an organization with respect to a control for Data Recovery. The
organization\\'s control states they will completely back up critical servers weekly, with incremental backups every four
hours. Which action will best verify success of the policy? 

A. Verify that the backup media cannot be read without the encryption key 

B. Check the backup logs from the critical servers and verify there are no errors 

C. Select a random file from a critical server and verify it is present in a backup set 

D. Restore the critical server data from backup and see if data is missing 

Correct Answer: D 
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