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QUESTION 1

According to attack lifecycle models, what is the attacker\\'s first step in compromising an organization? 

A. Privilege Escalation 

B. Exploitation 

C. Initial Compromise 

D. Reconnaissance 

Correct Answer: D 

 

QUESTION 2

How does an organization\\'s hardware inventory support the control for secure configurations? 

A. It provides a list of managed devices that should be secured 

B. It provides a list of unauthorized devices on the network 

C. It provides the MAC addresses for insecure network adapters 

D. It identifies the life cycle of manufacturer support for hardware devices 

Correct Answer: A 

 

QUESTION 3

A breach was discovered after several customers reported fraudulent charges on their accounts. The attacker had
exported customer logins and cracked passwords that were hashed but not salted. Customers were made to reset their
passwords. 

Shortly after the systems were cleaned and restored to service, it was discovered that a compromised system
administrator\\'s account was being used to give the attacker continued access to the network. Which CIS Control failed
in the continued access to the network? 

A. Maintenance, Monitoring, and Analysis of Audit Logs 

B. Controlled Use of Administrative Privilege 

C. Incident Response and Management 

D. Account Monitoring and Control 

Correct Answer: C 

 

QUESTION 4
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An administrator looking at a web application\\'s log file found login attempts by the same host over several seconds.
Each user ID was attempted with three different passwords. The event took place over 5 seconds. 

ROOT TEST ADMIN SQL USER NAGIOSGUEST 

What is the most likely source of this event? 

A. An IT administrator attempting to use outdated credentials to enter the site 

B. An attempted Denial of Service attack by locking out administrative accounts 

C. An automated tool that attempts to use a dictionary attack to infiltrate a website 

D. An attempt to use SQL Injection to gain information from a web-connected database 

Correct Answer: C 

 

QUESTION 5

Which of the following is necessary to automate a control for Inventory and Control of Hardware Assets? 

A. A method of device scanning 

B. A centralized time server 

C. An up-to-date hardening guide 

D. An inventory of unauthorized assets 

Correct Answer: A 
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