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QUESTION 1

What is an organization\\'s goal in deploying a policy to encrypt all mobile devices? 

A. Enabling best practices for the protection of their software licenses 

B. Providing their employees, a secure method of connecting to the corporate network 

C. Controlling unauthorized access to sensitive information 

D. Applying the principle of defense in depth to their mobile devices 

Correct Answer: C 

 

QUESTION 2

Based on the data shown below. 

Which wireless access point has the manufacturer default settings still in place? 

A. Starbucks 
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B. Linksys 

C. Hhonors 

D. Interwebz 

Correct Answer: B 

 

QUESTION 3

An organization is implementing a control within the Application Software Security CIS Control. How can they best
protect against injection attacks against their custom web application and database applications? 

A. Ensure the web application server logs are going to a central log host 

B. Filter input to only allow safe characters and strings 

C. Configure the web server to use Unicode characters only 

D. Check user input against a list of reserved database terms 

Correct Answer: B 

 

QUESTION 4

Which projects enumerates or maps security issues to CVE? 

A. SCAP 

B. CIS Controls 

C. NIST 

D. ISO 2700 

Correct Answer: A 

 

QUESTION 5

As part of a scheduled network discovery scan, what function should the automated scanning tool perform? 

A. Uninstall listening services that have not been used since the last scheduled scan 

B. Compare discovered ports and services to a known baseline to report deviations 

C. Alert the incident response team on ports and services added since the last scan 

D. Automatically close ports and services not included in the current baseline 

Correct Answer: B 
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