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QUESTION 1

Why is it important to enable event log storage on a system immediately after it is installed? 

A. To allow system to be restored to a known good state if it is compromised 

B. To create the ability to separate abnormal behavior from normal behavior during an incident 

C. To compare it performance with other systems already on the network 

D. To identify root kits included on the system out of the box 

Correct Answer: B 

 

QUESTION 2

To effectively implement the Data Protection CIS Control, which task needs to be implemented first? 

A. The organization\\'s proprietary data needs to be encrypted 

B. Employees need to be notified that proprietary data should be protected 

C. The organization\\'s proprietary data needs to be identified 

D. Appropriate file content matching needs to be configured 

Correct Answer: C 

 

QUESTION 3

Which activity increases the risk of a malware infection? 

A. Charging a smartphone using a computer USB port 

B. Editing webpages with a Linux system 

C. Reading email using a plain text email client 

D. Online banking in Incognito mode 

Correct Answer: A 

 

QUESTION 4

Which of the following is used to prevent spoofing of e-mail addresses? 

A. Sender Policy Framework 

B. DNS Security Extensions 
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C. Public-Key Cryptography 

D. Simple Mail Transfer Protocol 

Correct Answer: A 

 

QUESTION 5

Which of the following is a requirement in order to implement the principle of least privilege? 

A. Mandatory Access Control (MAC) 

B. Data normalization 

C. Data classification 

D. Discretionary Access Control (DAC) 

Correct Answer: C 
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