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QUESTION 1

Examine the Exhibit shown below; then answer the question following it.

172.20.169.2

172 201682 @

(o)
= (@
g ‘&
FGT Vancouver &\ FGT Ottawa
= S . e
poitl ] port2 Q portl = port2
172.20.168.1 172.20.167.2 172.20.167.1 172.20.170.1

In this scenario, the Fortigate unit in Ottawa has the following routing table: S* 0.0.0.0/0 [10/0] via 172.20.170.254, port2
C 172.20.167.0/24 is directly connected, portl C 172.20.170.0/24 is directly connected, port2

Sniffer tests show that packets sent from the Source IP address 172.20.168.2 to the Destination IP address
172.20.169.2 are being dropped by the FortiGate unit located in Ottawa. Which of the following correctly describes the
cause for the dropped packets?

A. The forward policy check.

B. The reverse path forwarding check.

C. The subnet 172.20.169.0/24 is NOT in the Ottawa FortiGate unit\\'s routing table.

D. The destination workstation 172.20.169.2 does NOT have the subnet 172.20.168.0/24 in its routing table.

Correct Answer: B

QUESTION 2

When viewing the Banned User monitor in Web Config, the administrator notes the entry illustrated in the exhibit.

Application Protozal

102.168.203.2

Which of the following statements is correct regarding this entry?
A. The entry displays a ban that has been added as a result of traffic triggering a configured DLP rule.

B. The entry displays a ban that was triggered by HTTP traffic matching an IPS signature. This client is banned from
receiving or sending any traffic through the FortiGate.

C. The entry displays a quarantine, which could have been added by either IPS or DLP.
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D. This entry displays a ban entry that was added manually by the administrator on Junel1th.

Correct Answer: A

QUESTION 3

When performing a log search on a FortiAnalyzer, it is generally recommended to use the Quick Search option. What is
a valid reason for using the Full Search option, instead?

A. The search items you are looking for are not contained in indexed log fields.
B. A quick search only searches data received within the last 24 hours.

C. You want the search to include the FortiAnalyzer\\'s local logs.

D. You want the search to include content archive data as well.

Correct Answer: A

QUESTION 4

In Transparent Mode, forward-domain is an attribute of

A. an interface

B. a firewall policy
C. a static route

D. a virtual domain

Correct Answer: A

QUESTION 5

Which of the following statements are correct regarding Application Control?
A. Application Control is based on the IPS engine.

B. Application Control is based on the AV engine.

C. Application Control can be applied to SSL encrypted traffic.

D. Application Control cannot be applied to SSL encrypted traffic.

Correct Answer: AC
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