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QUESTION 1

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. The administrator attempts to
make an HTTPS connection to the FortiGate unit on the VLANL1 interface at the IP address of 10.0.1.1, but gets no
connectivity.

The following troubleshooting commands are executed from the DOS prompt on the PC and from the CLI.

C:\>ping 10.0.1.1 Pinging 10.0.1.1 with 32 bytes of data: Reply from 10.0.1.1: bytes=32 time=1ms TTL=255 Reply from
10.0.1.1: bytes=32 time VLANL1.

Correct Answer: D

QUESTION 2

Examine the Exhibit shown below; then answer the question following it.
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In this scenario, the Fortigate unit in Ottawa has the following routing table: S* 0.0.0.0/0 [10/0] via 172.20.170.254, port2
C 172.20.167.0/24 is directly connected, portl C 172.20.170.0/24 is directly connected, port2

Sniffer tests show that packets sent from the Source IP address 172.20.168.2 to the Destination IP address
172.20.169.2 are being dropped by the FortiGate unit located in Ottawa. Which of the following correctly describes the
cause for the dropped packets?

A. The forward policy check.

B. The reverse path forwarding check.

C. The subnet 172.20.169.0/24 is NOT in the Ottawa FortiGate unit\\'s routing table.

D. The destination workstation 172.20.169.2 does NOT have the subnet 172.20.168.0/24 in its routing table.

Correct Answer: B

QUESTION 3
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A static route is configured for a FortiGate unit from the CLI using the following commands:
config router static edit 1 set device "wanl" set distance 20 set gateway 192.168.100.1 next end

Which of the following conditions is NOT required for this static default route to be displayed in the FortiGate unit\\'s
routing table?

A. The Administrative Status of the wanl interface is displayed as Up.
B. The Link Status of the wan1 interface is displayed as Up.

C. All other default routes should have an equal or higher distance.
D. You must disable DHCP client on that interface.

Correct Answer: D

QUESTION 4

An administrator logs into a FortiGate unit using an account which has been assigned a super_admin profile. Which of
the following operations can this administrator perform?

A. They can delete logged-in users who are also assigned the super_admin access profile.

B. They can make changes to the super_admin profile.

C. They can delete the admin account if the default admin user is not logged in.

D. They can view all the system configuration settings but can not make changes.

E. They can access configuration options for only the VDOMs to which they have been assigned.

Correct Answer: C

QUESTION 5

Which of the following items is NOT a packet characteristic matched by a firewall service object?
A. ICMP type and code

B. TCP/UDP source and destination ports

C. IP protocol number

D. TCP sequence number

Correct Answer: D
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