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QUESTION 1

Review the static route configuration for IPsec shown in the Exhibit below; then answer the question following it.

Mew Static Route

“-
oﬂ

Destnation IP/Mask |1 n.n.2.n/24

Device [Remote_1 | o°
GEItEWEI'!." ID.D.D.D gé

Comments |Write a cn%#mt... 0/255

Advanced... | “’

Q@

oK - Cancel

Which of the following statements are correct regarding this configuration? (Select all that apply).
A. Remote_1 is a Phase 1 object with interface mode enabled

B. The gateway address is not required because the interface is a point-to-point connection

C. The gateway address is not required because the default route is used

D. Remote_1 is a firewall zone

Correct Answer: AB

QUESTION 2
Which of the following describes the difference between the ban and gquarantine actions?

A. A ban action prevents future transactions using the same protocol which triggered the ban. A garantine action blocks
all future transactions, regardless of the protocol.

B. A ban action blocks the transaction. A quarantine action archives the data.
C. A ban action has a finite duration. A quarantine action must be removed by an administrator.
D. A ban action is used for known users. A quarantine action is used for unknown users.

Correct Answer: A

QUESTION 3

In HA, what is the effect of the Disconnect Cluster Member command as given in the Exhibit.
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Disconnect Cluster Member
X

. s,
Serial Number FEWMO10000006268 e

Interface [ports =] %s';‘}‘“
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Q‘b
0K

A. The HA mode changes to standalone.

B. Port3 is configured with an IP address for management access.
C. The Firewall rules are purged on the disconnected unit.

D. All other interface IP settings are maintained.

Correct Answer: AB

QUESTION 4

In a High Availability configuration operating in Active-Active mode, which of the following correctly describes the path
taken by a load-balanced HTTP session?

A. Request: Internal Host -> Master FG -> Slave FG -> Internet -> Web Server

B. Request: Internal Host -> Master FG -> Slave FG -> Master FG -> Internet -> Web Server
C. Request: Internal Host -> Slave FG -> Internet -> Web Server

D. Request: Internal Host -> Slave FG -> Master FG -> Internet -> Web Server

Correct Answer: A

QUESTION 5

The FortiGate Server Authentication Extensions (FSAE) provide a single sign on solution to authenticate users
transparently to a FortiGate unit using credentials stored in Windows Active Directory.

Which of the following statements are correct regarding FSAE in a Windows domain environment when NTLM is not
used? (Select all that apply.)

A. An FSAE Collector Agent must be installed on every domain controller.
B. An FSAE Domain Controller Agent must be installed on every domain controller.
C. The FSAE Domain Controller Agent will regularly update user logon information on the FortiGate unit.

D. The FSAE Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit.
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E. For non-domain computers, an FSAE client must be installed on the computer to allow FSAE authentication.

Correct Answer: BD
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