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QUESTION 1

Review the configuration for FortiClient IPsec shown in the Exhibit below.

Mew Forticlient YPMN

Mame Irclient

Local Outgoing Interface [port1 ll &
Authentication Method

|Pre—shzred Key =]

Pre-shared Key

%
Llser Group | training j‘o
[172.20.1.1 0

Subnot Masle |2‘:|‘:u.2 T

Address Range Start IP

Address Range End IP

¥ Enable IPv4 Split Tunnel
Accessible Metworks JSTUDENT _INTERMAL 1y

DNE Server Q @ Use System DNS ¢ Specify |0.0.0.0

OK [ | Cancel

Which of the following statements is correct regarding this configuration?

A. The connecting VPN client will install a route to a destination corresponding to the STUDENT_INTERNAL address
object

B. The connecting VPN client will install a default route
C. The connecting VPN client will install a route to the 172.20.1.[1-5] address range
D. The connecting VPN client will connect in web portal mode and no route will be installed

Correct Answer: A

QUESTION 2

Both the FortiGate and FortiAnalyzer units can notify administrators when certain alert conditions are met.
Considering this, which of the following statements is NOT correct?

A. On a FortiGate device, the alert condition is based either on the severity level or on the log type, but not on a

combination of the two.
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B. On a FortiAnalyzer device, the alert condition is based either on the severity level or on the log type, but not on a
combination of the two.

C. Only a FortiAnalyzer device can send the alert notification in the form of a syslog message.
D. Both the FortiGate and FortiAnalyzer devices can send alert notifications in the form of an email alert.

Correct Answer: B

QUESTION 3

A network administrator needs to implement dynamic route redundancy between a FortiGate unit located in a remote
office and a FortiGate unit located in the central office.

The remote office accesses central resources using IPSec VPN tunnels through two different Internet providers.

What is the best method for allowing the remote office access to the resources through the FortiGate unit used at the
central office?

A. Use two or more route-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces.
B. Use two or more policy-based IPSec VPN tunnels and enable OSPF on the IPSec virtual interfaces.

C. Use route-based VPNs on the central office FortiGate unit to advertise routes with a dynamic routing protocol and
use a policy-based VPN on the remote office with two or more static default routes.

D. Dynamic routing protocols cannot be used over IPSec VPN tunnels.

Correct Answer: A

QUESTION 4

Review the output of the command config router ospf shown in the Exhibit below; then answer the question following it.
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OJDENT [(ospf)
config router

config network
edit 1

erncl

config ospf-interface

"Remote 17

L-to-point

edit

¥pe point-to-point

end
config rediscribute "connzcoted®

ots |

igg redistribute "static™

=ncl
config rediscribute "rip®
encd
config redistribute "bogp™
end
config redistribute Tisis®
encl

. router-id 1

Which one of the following statements is correct regarding this output?
A. OSPF Hello packets will only be sent on interfaces configured with the IP addresses 172.16.1.1 and 172.16.1.2.
B. OSPF Hello packets will be sent on all interfaces of the FortiGate device.

C. OSPF Hello packets will be sent on all interfaces configured with an address matching the 10.0.1.0/24 and
172.16.0.0/12 networks.

D. OSPF Hello packets are not sent on point-to-point networks.

Correct Answer: C
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QUESTION 5

The eicar test virus is put into a zip archive, which is given the password of "Fortinet" in order to open the archive.
Review the configuration in the exhibits shown below; then answer the question that follows. Exhibit A Antivirus Profile:

Inspection Mode ) Proxy @ Flow-based

[7] Block Connections to Botnet Servers

Web

HTTP O
Emai ‘e

SMTP
POP3 0
IMAP &
MZPI b\
File Transfer 0

9

OE A O

SMB QQ

IM

@ O

I1CD, Yahoo, MSN Messenger [

Exhibit B Non-default UTM Proxy Options Profile:

Protocol Port Mapping
Enable

Protocol
HTTP 7 Any @ Specify 50
SMTP = Any @ Specif&.‘i
POP3 © Any @ gfiedfy 110

IMAP ) An pecfy 143
E

FTP & »F@i Specify 21 I

NINTP gﬁny @ Specify 119

MAPI Q@iaS

DNS 23

HIEIHHHHHHI

Exhibit C DLP Profile: Which of one the following profiles could be enabled in order to prevent the file from passing
through the FortiGate device over HTTP on the standard port for that protocol?
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&) Create New
Type
encrypted

POP 3, HIIP

A. Only Exhibit A

B. Only Exhibit B

C. Only Exhibit C with default UTM Proxy settings.

D. All of the Exhibits (A, B and C)

E. Only Exhibit C with non-default UTM Proxy settings (Exhibit B).

Correct Answer: C
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