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QUESTION 1

Which spam filter is not available on a FortiGate device?

A. Sender IP reputation database

B. URLs included in the body of known SPAM messages.

C. Email addresses included in the body of known SPAM messages.
D. Spam object checksums

E. Spam grey listing

Correct Answer: E

QUESTION 2

Identify the statement which correctly describes the output of the following command:
diagnose ips anomaly list

A. Lists the configured DoS policy.

B. List the real-time counters for the configured DoS policy.

C. Lists the errors captured when compiling the DoS policy.

Correct Answer: B

QUESTION 3

Which of the following tasks fall under the responsibility of the SSL proxy in a typical HTTPS connection? (Select all that
apply.)

A. The web client SSL handshake.

B. The web server SSL handshake.

C. File buffering.

D. Communication with the urlfilter process.

Correct Answer: AB

QUESTION 4

In a High Availability cluster operating in Active-Active mode, which of the following correctly describes the path taken
by the SYN packet of an HTTP session that is offloaded to a subordinate unit?
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A. Request: Internal Host; Master FortiGate; Slave FortiGate; Internet; Web Server

B. Request: Internal Host; Master FortiGate; Slave FortiGate; Master FortiGate; Internet; Web Server
C. Request: Internal Host; Slave FortiGate; Internet; Web Server

D. Request: Internal Host; Slave FortiGate; Master FortiGate; Internet; Web Server

Correct Answer: A

QUESTION 5

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. The administrator attempts to
make an HTTPS connection to the FortiGate unit on the VLANL1 interface at the IP address of 10.0.1.1, but gets no
connectivity.

The following troubleshooting commands are executed from the DOS prompt on the PC and from the CLI.

C:\>ping 10.0.1.1 Pinging 10.0.1.1 with 32 bytes of data: Reply from 10.0.1.1: bytes=32 time=1ms TTL=255 Reply from
10.0.1.1: bytes=32 time VLANL1.

Correct Answer: D
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