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QUESTION 1

What are the requirements for a cluster to maintain TCP connections after device or link failover? (Select all that apply.)
A. Enable session pick-up.

B. Only applies to connections handled by a proxy.

C. Only applies to UDP and ICMP connections.

D. Connections must not be handled by a proxy.

Correct Answer: AD

QUESTION 2
Which of the following describes the difference between the ban and quarantine actions?

A. A ban action prevents future transactions using the same protocol which triggered the ban. A garantine action blocks
all future transactions, regardless of the protocol.

B. A ban action blocks the transaction. A quarantine action archives the data.
C. A ban action has a finite duration. A quarantine action must be removed by an administrator.
D. A ban action is used for known users. A quarantine action is used for unknown users.

Correct Answer: A

QUESTION 3

Which of the following statements is correct based on the firewall configuration illustrated in the exhibit?
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A. A user can access the Internet using only the protocols that are supported by user authentication.

B. A user can access the Internet using any protocol except HTTP, HTTPS, Telnet, and FTP. These require
authentication before the user will be allowed access.

C. A user must authenticate using the HTTP, HTTPS, SSH, FTP, or Telnet protocol before they can access any
services.
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D. A user cannot access the Internet using any protocols unless the user has passed firewall authentication.

Correct Answer: D

QUESTION 4

The FortiGate Server Authentication Extensions (FSAE) provide a single sign on solution to authenticate users
transparently to a FortiGate unit using credentials stored in Windows Active Directory.

Which of the following statements are correct regarding FSAE in a Windows domain environment when NTLM is not
used? (Select all that apply.)

A. An FSAE Collector Agent must be installed on every domain controller.
B. An FSAE Domain Controller Agent must be installed on every domain controller.
C. The FSAE Domain Controller Agent will regularly update user logon information on the FortiGate unit.

D. The FSAE Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit.

E. For non-domain computers, an FSAE client must be installed on the computer to allow FSAE authentication.

Correct Answer: BD

QUESTION 5

Which of the following describes the best custom signature for detecting the use of the word "Fortinet” in chat
applications?

Mame |test
Comments |
[maximum 63 characters) oK | _
D Create New 3ble 7o D Remave All Entries :
I:Im_m
wiww fortinet.com Exernpt Simple :
|:| ﬂ www . google.com Allow Simple

= MSN MESSEFII;]EF Service
MSE 213 W 135NN
MIME-wersion: L.O0%r%n
Content-Type: texts splain; charset=UTF-8\r*n
H-MMS—-IM-FOrmat: FHN=MsS%20shell1%2001g%202; EF=; Co=0; Cs=1l; PF=0%"n
S

Fortinet
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A. The sample packet trace illustrated in the exhibit provides details on the packet that requires detection. F-SBID(
--protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; -no_case; )

B. F-SBID( --protocol tcp; --flow from_client; --pattern "fortinet"; --no_case; )
C. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; --no_case; )
D. F-SBID( --protocol tcp; --flow from_client; --pattern "X-MMS-IM-Format"; --pattern "fortinet"; --within 20; )

Correct Answer: A
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