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QUESTION 1

Which of the following features could be used by an administrator to block FTP uploads while still allowing FTP
downloads? 

A. Anti-Virus File-Type Blocking 

B. Data Leak Prevention 

C. Network Admission Control 

D. FortiClient Check 

Correct Answer: B 

 

QUESTION 2

In the Tunnel Mode widget of the web portal, the administrator has configured an IP Pool and enabled split tunneling. 

Which of the following statements is true about the IP address used by the SSL VPN client? 

A. The IP pool specified in the SSL-VPN Tunnel Mode Widget Options will override the IP address range defined in the
SSL-VPN Settings. 

B. Because split tunneling is enabled, no IP address needs to be assigned for the SSL VPN tunnel to be established. 

C. The IP address range specified in SSL-VPN Settings will override the IP address range in the SSL-VPN Tunnel Mode
Widget Options. 

Correct Answer: A 

 

QUESTION 3

A FortiGate unit is configured with three Virtual Domains (VDOMs) as illustrated in the exhibit. 
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Which of the following statements are correct regarding these VDOMs? (Select all that apply.) 

A. The FortiGate unit supports any combination of these VDOMs in NAT/Route and Transparent modes. 

B. The FortiGate unit must be a model 1000 or above to support multiple VDOMs. 

C. A license had to be purchased and applied to the FortiGate unit before VDOM mode could be enabled. 

D. All VDOMs must operate in the same mode. 

E. Changing a VDOM operational mode requires a reboot of the FortiGate unit. 

F. An admin account can be assigned to one VDOM or it can have access to all three VDOMs. 

Correct Answer: AF 

 

QUESTION 4

In HA, what is the effect of the Disconnect Cluster Member command as given in the Exhibit. 

A. The HA mode changes to standalone. 

B. Port3 is configured with an IP address for management access. 

C. The Firewall rules are purged on the disconnected unit. 
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D. All other interface IP settings are maintained. 

Correct Answer: AB 

 

QUESTION 5

Which of the following statements is correct about how the FortiGate unit verifies username and password during user
authentication? 

A. If a remote server is included in a user group, it will be checked before local accounts. 

B. An administrator can define a local account for which the password must be verified by querying a remote server. 

C. If authentication fails with a local password, the FortiGate unit will query the authentication server if the local user is
configured with both a local password and an authentication server. 

D. The FortiGate unit will only attempt to authenticate against Active Directory if Fortinet Server Authentication
Extensions are installed and configured. 

Correct Answer: B 
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