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QUESTION 1

Which of the following statements correctly describe Transparent Mode operation? (Select all that apply.)
A. The FortiGate unit acts as transparent bridge and routes traffic using Layer-2 forwarding.

B. Ethernet packets are forwarded based on destination MAC addresses NOT IPs.

C. The device is transparent to network hosts.

D. Permits inline traffic inspection and firewalling without changing the IP scheme of the network.

E. All interfaces must be on different IP subnets.

Correct Answer: ABCD

QUESTION 2

Which of the following statements is correct about how the FortiGate unit verifies username and password during user
authentication?

A. If a remote server is included in a user group, it will be checked before local accounts.
B. An administrator can define a local account for which the password must be verified by querying a remote server.

C. If authentication fails with a local password, the FortiGate unit will query the authentication server if the local user is
configured with both a local password and an authentication server.

D. The FortiGate unit will only attempt to authenticate against Active Directory if Fortinet Server Authentication
Extensions are installed and configured.

Correct Answer: B

QUESTION 3

Which of the following tasks fall under the responsibility of the SSL proxy in a typical HTTPS connection? (Select all that
apply.)

A. The web client SSL handshake.

B. The web server SSL handshake.

C. File buffering.

D. Communication with the urlfilter process.

Correct Answer: AB

QUESTION 4
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Review the IPsec phasel configuration in the Exhibit shown below; then answer the question following it.

New Phase 1

Name jRemate_1

Comments [itrite & comment... 0255
RAmMAtR GakawAy [Gtatic IP Address =1

IP Address lln.200.3.1

Local Interface [portl 'I

Mode " Aggressive &  Main (10 protection)
Authentication Method [Preshared Key |

Pre-shared Key

Peer Options
& Accept any peer 1D
Advanced... | (HAUTH, MAT Traversal, DPD)

¥ Enable IPsec Interface Mode

IKE “ersion = 1 2
Local Gateway IP @& Main Interface 1P © Specify |
P1 Proposal

1 -Encryption [AES10z »|  Authentication [SHa1  +] [

OH Group 17 210 S5W 141

kaylife |2EIE|EIE| [120-172800 seconds)
Local ID | [optional)

XAUTH f« Disable « Enable as Client  Enable as Server
MAT Traversal ¥ Enable

Keepalive Srequency |1|:| (10-900 seconds)

Dead Peer Detection ¥ Enable

Which of the following statements are correct regarding this configuration? (Select all that apply).
A. The phasel is for a route-based VPN configuration.

B. The phasel is for a policy-based VPN configuration.

C. The local gateway IP is the address assigned to portl.

D. The local gateway IP address is 10.200.3.1.

Correct Answer: AC

QUESTION 5
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Which of the following statements are TRUE for Port Pairing and Forwarding Domains? (Select all that apply.)
A. They both create separate broadcast domains.

B. Port Pairing works only for physical interfaces.

C. Forwarding Domains only apply to virtual interfaces.

D. They may contain physical and/or virtual interfaces.

E. They are only available in high-end models.

Correct Answer: AD
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