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QUESTION 1
Which of the following statements describes the method of creating a policy to block access to an FTP site?
A. Enable Web Filter URL blocking and add the URL of the FTP site to the URL Block list.

B. Create a firewall policy with destination address set to the IP address of the FTP site, the Ser- vice set to FTP, and
the Action set to Deny.

C. Create a firewall policy with a protection profile containing the Block FTP option enabled.
D. None of the above.

Correct Answer: B

QUESTION 2

Examine the exhibit shown below; then answer the question following it.

FortiGuard Subscription Services

Antivirus Valid License (Expires 2013-05-12) @

& Definitions ~.00000 (Updated 2012-10-17 w3 el Undae) [Update]
A Engine 5.00032 (Updated 2012-10-1 Gl Wianual Lndare)

IPS Valid License (Expires %ﬁ}?@ﬂgm} &
IPS Definitions 4.00269 (Updated % : 1-28 viz Manua! Undare) [Update]
IPS Engine 2.000432 (Lpd e.gf%g 2-10-29 vz Manua! Uodawe)

wulnerahility Scan

WM Plugins pdated 2012-11-30 viz Manua! Updze) [Update]
VCM Engine ; (Updated 2012-11-30 vz Manual! Updane)

YWeb Filtering

Which of the following statements best describes the green status indicators that appear next to the different FortiGuard
Distribution Network services as illustrated in the exhibit?

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Network.

B. They indicate that the FortiGate unit has the latest updates that are available from the FortiGuard Distribution
Network.
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C. They indicate that updates are available and should be downloaded from the FortiGuard Distribution Network to the
FortiGate unit.

D. They indicate that the FortiGate unit is in the process of downloading updates from the FortiGuard Distribution
Network.

Correct Answer: A

QUESTION 3

Which of the following antivirus and attack definition update features are supported by FortiGate units? (Select all that
apply.)

A. Manual, user-initiated updates from the FortiGuard Distribution Network.

B. Hourly, daily, or weekly scheduled antivirus and attack definition and antivirus engine up- dates from the FortiGuard
Distribution Network.

C. Push updates from the FortiGuard Distribution Network.
D. Update status including version numbers, expiry dates, and most recent update dates and times.

Correct Answer. ABCD

QUESTION 4

When creating administrative users which of the following configuration objects determines access rights on the
FortiGate unit.

A. profile

B. allowaccess interface settings
C. operation mode

D. local-in policy

Correct Answer: A

QUESTION 5

FortiGate units are preconfigured with four default protection profiles. These protection profiles are used to control the
type of content inspection to be performed.

What action must be taken for one of these profiles to become active?
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A. The protection profile must be assigned to a firewall policy.

B. The "Use Protection Profile" option must be selected in the Web Config tool under the sec- tions for AntiVirus, IPS,
WebFilter, and AntiSpam.

C. The protection profile must be set as the Active Protection Profile.
D. All of the above.

Correct Answer: A
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