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QUESTION 1

Which of the following Regular Expression patterns will make the term "bad language" case in- sensitive? 

A. [bad language] 

B. /bad language/i 

C. i/bad language/ 

D. "bad language" 

E. /bad language/c 

Correct Answer: B 

 

QUESTION 2

Which of the following statements are true regarding Local User Authentication? (Select all that apply.) 

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit. 

B. Two-factor authentication can be enabled on a per user basis. 

C. Administrators can create an account for the user locally and specify the remote server to verify the password. 

D. Local users are for administration accounts only and cannot be used for identity policies. 

Correct Answer: ABC 

 

 

QUESTION 3

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down as they appear in Web Config. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed using a policy hierarchy scheme that allows for multiple decision branch- ing. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

 

QUESTION 4
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You are the administrator in charge of a FortiGate unit which acts as a VPN gateway. You have chosen to use Interface
Mode when configuring the VPN tunnel and you want users from either side to be able to initiate new sessions. There is
only 1 subnet at either end and the FortiGate unit already has a default route. 

Which of the following configuration steps are required to achieve these objectives? (Select all that apply.) 

A. Create one firewall policy. 

B. Create two firewall policies. 

C. Add a route for the remote subnet. 

D. Add a route for incoming traffic. 

E. Create a phase 1 definition. 

F. Create a phase 2 definition. 

Correct Answer: BCEF 

 

 

QUESTION 5

What is the FortiGate unit password recovery process? 

A. Interupt boot sequence, modify the boot registry and reboot. After changing the password, re- set the boot registry. 

B. Log in through the console port using the maintainer account within several minutes of a re- boot. 

C. Hold CTRL + break during reboot and reset the admin password. 

D. The only way to regain access is to interrupt boot sequence and restore a configuration file for which the password
has been modified. 

Correct Answer: B 
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