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QUESTION 1

Which of the following logging options are supported on a FortiGate unit? (Select all that apply.)
A. LDAP

B. Syslog

C. FortiAnalyzer

D. Local disk and/or memory

Correct Answer: BCD

QUESTION 2

A FortiGate unit can scan for viruses on which types of network traffic? (Select all that apply.)
A. POP3

B. FTP

C. SMTP

D. SNMP

E. NetBios

Correct Answer. ABC

QUESTION 3

A FortiGate 60 unit is configured for your small office. The DMZ interface is connected to a net- work containing a web
server and email server. The Internal interface is connected to a network containing 10 user workstations and the WAN1
interface is connected to your ISP.

You want to configure firewall policies so that your users can send and receive email messages to the email server on
the DMZ network. You also want the email server to be able to retrieve email messages from an email server hosted by
your ISP using the POP3 protocol.

Which policies must be created for this communication? (Select all that apply.)

A. Internal > DMZ

B. DMZ > Internal

C. Internal > WAN1

D. WANL1 > Internal

E. DMZ > WAN1
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F. WAN1 > DMZ

Correct Answer: AE

QUESTION 4

Which of the following statements are true regarding Local User Authentication? (Select all that apply.)

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit.

B. Two-factor authentication can be enabled on a per user basis.

C. Administrators can create an account for the user locally and specify the remote server to verify the password.
D. Local users are for administration accounts only and cannot be used for identity policies.

Correct Answer. ABC

QUESTION 5

Which of the following authentication types are supported by FortiGate units? (Select all that apply.)
A. Kerberos

B. LDAP

C. RADIUS

D. Local Users

Correct Answer: BCD
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