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QUESTION 1

A FortiGate 100 unit is configured to receive push updates from the FortiGuard Distribution Net- work, however, updates
are not being received. 

Which of the following statements are possible reasons for this? (Select all that apply.) 

A. The external facing interface of the FortiGate unit is configured to use DHCP. 

B. The FortiGate unit has not been registered. 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network. 

D. The FortiGate unit is in Transparent mode. 

Correct Answer: ABC 

 

 

QUESTION 2

Which of the following statements regarding the firewall policy authentication timeout is true? 

A. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source IP. 

B. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source IP after this timer has expired. 

C. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source MAC. 

D. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source MAC after this timer has expired. 

Correct Answer: A 

 

 

QUESTION 3

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? (Select
all that apply.) 

A. An IP address pool. 

B. A virtual IP address. 

C. An actual IP address or an IP address group. 

D. An FQDN or Geographic value(s). 
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Correct Answer: BCD 

 

 

QUESTION 4

Which of the following email spam filtering features is NOT supported on a FortiGate unit? 

A. Multipurpose Internet Mail Extensions (MIME) Header Check 

B. HELO DNS Lookup 

C. Greylisting 

D. Banned Word 

Correct Answer: C 

 

QUESTION 5

In order to match an identity-based policy, the FortiGate unit checks the IP information. Once inside the policy, the
following logic is followed: 

A. First, a check is performed to determine if the user\\'s login credentials are valid. Next, the user is checked to
determine if they belong to any of the groups defined for that policy. Finally, user restrictions are determined and port,
time, and UTM profiles are applied. 

B. First, user restrictions are determined and port, time, and UTM profiles are applied. Next, a check is performed to
determine if the user\\'s login credentials are valid. Finally, the user is checked to determine if they belong to any of the
groups defined for that policy. 

C. First, the user is checked to determine if they belong to any of the groups defined for that policy. Next, user
restrictions are determined and port, time, and UTM profiles are applied. Finally, a check is performed to determine if
the user\\'s login credentials are valid. 

Correct Answer: A 
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