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QUESTION 1

In order to match an identity-based policy, the FortiGate unit checks the IP information. Once inside the policy, the
following logic is followed:

A. First, a check is performed to determine if the user\\'s login credentials are valid. Next, the user is checked to
determine if they belong to any of the groups defined for that policy. Finally, user restrictions are determined and port,
time, and UTM profiles are applied.

B. First, user restrictions are determined and port, time, and UTM profiles are applied. Next, a check is performed to
determine if the user\\'s login credentials are valid. Finally, the user is checked to determine if they belong to any of the
groups defined for that policy.

C. First, the user is checked to determine if they belong to any of the groups defined for that policy. Next, user
restrictions are determined and port, time, and UTM profiles are applied. Finally, a check is performed to determine if
the user\\'s login credentials are valid.

Correct Answer: A

QUESTION 2

Which of the following statements best describes the green status indicators that appear next to different FortiGuard
Distribution Network services as illustrated in the exhibit?
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FortiGuard Distribution Network

Support Contract

A ailability Yalid Contract Fortios 2.000 (Expires 2009-03-11) @
FortiGuard Subscription Services

Antivirus Yalid License (Expires 2009-03-11)

A4 Definttions 0.006 (Updated z000-00-12 wiz Manua! Update) [Update]

Extended set 9,004 (Updated z008-04-22 vz Manual Uodate)

Intrusion Protection Yalid License (Expires 2009-03-11) @

IPS Definitions 2506 (Updated Z008-05-27 w3 Manual Update) [Update]

Web Filterirg Walid License (Expires 2009-03-11) ]

AntiSpam Walid License (Expires 2009-03-11) (]

Management Service Unreachable [Update] x|

Analysis Service Expired [Renew] [Update] o

P AntiVirus and IPS Options
b Web Filtering and AntiSpam Options

P Management and Analysis Service Options

(L Apply )

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Net- work.

B. They indicate that the FortiGate unit has the latest updates that are available from the Forti- Guard Distribution
Network.

C. They indicate that updates are available and should be downloaded from the FortiGuard Dis- tribution Network to the
FortiGate unit.

D. They indicate that the FortiGate unit is in the process of downloading updates from the Forti- Guard Distribution
Network.

Correct Answer: A

QUESTION 3

FortiGate units are preconfigured with four default protection profiles. These protection profiles are used to control the
type of content inspection to be performed.

What action must be taken for one of these profiles to become active?

A. The protection profile must be assigned to a firewall policy.
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B. The "Use Protection Profile" option must be selected in the Web Config tool under the sec- tions for AntiVirus, IPS,
WebFilter, and AntiSpam.

C. The protection profile must be set as the Active Protection Profile.
D. All of the above.

Correct Answer: A

QUESTION 4

Examine the firewall configuration shown below; then answer the question following it.

0 Create Mow  [of Edit T Dolste

_ T Schedule m

El all 2 ALL 'J_ always -'-htre
z any any any any ALL &) DEMNY always

Which of the following statements are correct based on the firewall configuration illustrated in the exhibit? (Select all that
apply.)

A. A user can access the Internet using only the protocols that are supported by user authentication.

B. A user can access the Internet using any protocol except HTTP, HTTPS, Telnet, and FTP. These require
authentication before the user will be allowed access.

C. A user must authenticate using the HTTP, HTTPS, SSH, FTP, or Telnet protocol before they can access any
services.

D. A user cannot access the Internet using any protocols unless the user has passed firewall authentication.

Correct Answer: AD

QUESTION 5

Examine the exhibit shown below; then answer the question following it.
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FortiGuard Subscription Services

Antivirus Yalid License (Expires 2013-05-12) O
& Definitions =.00000 (Updated 2012-10-17 wiz Manua! Undawe) [Update]
& Engine 5.00032 (Updated 2012-10-16 viz Manual Updame)

IPS Valid License (Expires 2013-05-12) o
IPS Definitions 4.00262 (Updated 2012-11-28 vz Manua! Updame) [Update]
IPS Engine 2.00042 (Updated 2012-10-29 wa Manua! LUpdame)

wulnerahbility Scan Yalid License (Expires 2013-05-12) @
WCM Plugins =.002868 (Updated 2012-11-30 vz Manua! Updae) [Update]
YCM Engine 002858 (Updated 2012-11-30 viz Manua! Updane)

YWeb Filtering YWalid License (Expires 2013-05-11) @

Email Filtering valid License (Expires 2013-05-11) @

Which of the following statements best describes the green status indicators that appear next to the different FortiGuard
Distribution Network services as illustrated in the exhibit?

A. They indicate that the FortiGate unit is able to connect to the FortiGuard Distribution Network.

B. They indicate that the FortiGate unit has the latest updates that are available from the FortiGuard Distribution
Network.

C. They indicate that updates are available and should be downloaded from the FortiGuard Distribution Network to the
FortiGate unit.

D. They indicate that the FortiGate unit is in the process of downloading updates from the FortiGuard Distribution
Network.

Correct Answer: A
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