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QUESTION 1

Which of the following network protocols are supported for administrative access to a FortiGate unit? 

A. HTTPS, HTTP, SSH, TELNET, PING, SNMP 

B. FTP, HTTPS, NNTP, TCP, WINS 

C. HTTP, NNTP, SMTP, DHCP 

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS 

E. Telnet, UDP, NNTP, SMTP 

Correct Answer: A 

 

QUESTION 2

Which of the following statements describes the method of creating a policy to block access to an FTP site? 

A. Enable Web Filter URL blocking and add the URL of the FTP site to the URL Block list. 

B. Create a firewall policy with destination address set to the IP address of the FTP site, the Ser- vice set to FTP, and
the Action set to Deny. 

C. Create a firewall policy with a protection profile containing the Block FTP option enabled. 

D. None of the above. 

Correct Answer: B 

 

 

QUESTION 3

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The FortiGate unit can filter URLs based on patterns using text and regular expressions. 

B. The available actions for URL Filtering are Allow and Block. 

C. Multiple URL Filter lists can be added to a single Web filter profile. 

D. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

Correct Answer: A 

 

QUESTION 4
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Two-factor authentication is supported using the following methods? (Select all that apply.) 

A. FortiToken 

B. Email 

C. SMS phone message 

D. Code books 

Correct Answer: ABC 

 

QUESTION 5

An issue could potentially occur when clicking Connect to start tunnel mode SSL VPN. The tunnel will start up for a few
seconds, then shut down. Which of the following statements best describes how to resolve this issue? 

A. This user does not have permission to enable tunnel mode. Make sure that the tunnel mode widget has been added
to that user\\'s web portal. 

B. This FortiGate unit may have multiple Internet connections. To avoid this problem, use the appropriate CLI command
to bind the SSL VPN connection to the original incoming interface. 

C. Check the SSL adaptor on the host machine. If necessary, uninstall and reinstall the adaptor from the tunnel mode
portal. 

D. Make sure that only Internet Explorer is used. All other browsers are unsupported. 

Correct Answer: B 
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