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QUESTION 1

A request is sent to the BIG-IP ASM System that generates a Length error violation. Which of the following length types
provides a valid learning suggestion? (Choose 3)

A. URL

B. Cookie

C. Response
D. POST data
E. Query string

Correct Answer: ADE

QUESTION 2

Which events are valid iRule events triggered by BIG-IP ASM processing? (Choose 2)
A. ASM_REQUEST_BLOCKING

B. ASM_REQUEST_ACCEPTED

C. ASM_REQUEST_VIOLATION

D. ASM_RESPONSE_BLOCKING

Correct Answer: AC

QUESTION 3

Which statement is correct concerning differences between BIG-IP ASM platforms?

A. The 3900 has more ports than the 6800.

B. The 3900 and 6800 have the same number of ports.

C. The 3900 and 6800 can support both the module and standalone versions of BIG-IP ASM.

D. The 3900 can support both module and standalone versions of BIG-IP ASM whereas the 6800 can support only the
module version of BIG-IP ASM.

Correct Answer: D

QUESTION 4

Which of the following methods are used by the BIG-IP ASM System to protect against SQL injections?
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A. HTTP RFC compliancy checks

B. Meta-character enforcement and attack signatures

C. HTTP RFC compliancy checks and length restrictions

D. Response scrubbing, HTTP RFC compliancy checks, and meta-character enforcement

Correct Answer: B

QUESTION 5

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main
and frame cookies. What is the purpose of the frame cookie? (Choose 2)

A. Validates domain cookies

B. Detects session expiration

C. Stores dynamic parameters and values

D. Handles dynamic parameter names and flow extractions

Correct Answer: CD
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