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QUESTION 1

Which of the following statements are incorrect regarding protection of web services? (Choose 2) 

A. The BIG-IP ASM System checks to ensure web services use cookies. 

B. The BIG-IP ASM System parses XML requests and XML responses. 

C. The BIG-IP ASM System checks to ensure XML documents are well formed. 

D. The BIG-IP ASM System uses attack signatures to enforce negative security logic. 

E. The BIG-IP ASM System checks for XML syntax, schema validation, and WSDL validation. 

Correct Answer: AB 

 

QUESTION 2

Which level of parameter assumes the highest precedence in BIG-IP ASM System processing logic? 

A. Flow 

B. Object 

C. Global 

D. URL 

Correct Answer: A 

 

QUESTION 3

Which HTTP response code ranges indicate an error condition? (Choose 2) 

A. 1xx 

B. 2xx 

C. 3xx 

D. 4xx 

E. 5xx 

Correct Answer: DE 

 

QUESTION 4

Which statement is correct concerning differences between BIG-IP ASM platforms? 
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A. The 3900 has more ports than the 6800. 

B. The 3900 and 6800 have the same number of ports. 

C. The 3900 and 6800 can support both the module and standalone versions of BIG-IP ASM. 

D. The 3900 can support both module and standalone versions of BIG-IP ASM whereas the 6800 can support only the
module version of BIG-IP ASM. 

Correct Answer: D 

 

QUESTION 5

There are many user roles configurable on the BIG-IP ASM System. Which of the following user roles have access to
make changes to ASM policies? (Choose 3) 

A. Guest 

B. Operator 

C. Administrator 

D. Web Application Security Editor 

E. Web Application Security Administrator 

Correct Answer: CDE 
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