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QUESTION 1

Which of the following statements are correct regarding Attack signatures? (Choose 2) 

A. Attack signatures can apply to requests, responses, and parameters. 

B. Attack signatures are the basis for positive security logic with the BIG-IP ASM System. 

C. Any new Attack signature downloaded manually or automatically will be active and assigned directly to the security
policy. 

D. Individual Attack signatures can be assigned to the security policy. Only Attack signature sets can apply to the
security policy.Individual Attack signatures can? be assigned to the security policy. Only Attack signature sets can apply
to the security policy. 

Correct Answer: AD 

 

QUESTION 2

The BIG-IP ASM System sets two types of cookies to enforce elements in the security policy. The two types are main
and frame cookies. What is the purpose of the frame cookie? (Choose 2) 

A. Validates domain cookies 

B. Detects session expiration 

C. Stores dynamic parameters and values 

D. Handles dynamic parameter names and flow extractions 

Correct Answer: CD 

 

QUESTION 3

There are multiple HTTP class profiles assigned to a virtual server. Each profile has Application Security enabled.
Which statement is true? 

A. Traffic will process through every HTTP class profile every time. 

B. Traffic will process through the first HTTP class profile that it matches and then stops. 

C. Traffic will process through one HTTP class profile and if the traffic matches another profile, BIG-IP System will send
a redirect to the client. 

D. Traffic will only process through the HTTP class profile that it matches but always processes through the whole list
and will process through each HTTP class profile it matches. 

Correct Answer: B 
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QUESTION 4

Which of the following is not a configurable parameter data type? 

A. Email 

B. Array 

C. Binary 

D. Decimal 

Correct Answer: B 

 

QUESTION 5

When we have a * wildcard entity configured in the File Type section with tightening enabled, the following may occur
when requests are passed through the policy. Which is the most accurate statement? 

A. File type violations will not be triggered. 

B. File type violations will be triggered and learning will be available based on these violations. 

C. File type entities will automatically be added to the policy (policy will tighten). 

D. File type violations will not be triggered and the entity learning section will be populated with file type
recommendations. 

Correct Answer: B 
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