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QUESTION 1

Match each WatchGuard Subscription Service with its function.

Uses signatures to provide real-time protection against network attacks. (Choose one).

A. Reputation Enable Defense RED

B. Data Loss Prevention DLP

C. Intrusion Prevention Server IPS

D. Application Control

E. APT Blocker

Correct Answer: C

Intrusion Prevention Service (IPS) -- As with the other IPS offers, the IPS module is intended to detect and in real time
mitigate intrusions coming into a network. This includes a large signature data base that monitors for spyware, SQL

injections, cross-site scripting (XSS), and buffer overflows.

Reference: http://www.tomsitpro.com/articles/network-security-solutions-guide, 2-866-6.html

QUESTION 2

You can configure your Firebox to send log messages to how many WatchGuard Log Servers at the same time? (Select
one.)

A. One
B. Two
C. As many as you have configured on your network.

Correct Answer: B

QUESTION 3

What is one reason that users could see a certificate warning in their web browsers when they connect to Fireware XTM
Web UI? (Select one.)

A. The Firebox or XTM device uses the default self-signed certificate.
B. The authentication server does not respond after three minutes.
C. The user has been previously added to the Blocked Sites list.

D. The user or group is not present in the Firebox User database.
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Correct Answer: A

QUESTION 4

A user receives a deny message that the installation file (install.exe) is blocked by the HTTP-proxy policy and cannot be
downloaded. Which HTTP proxy action rule must you modify to allow download of the installation file? (Select one.)

A. HTTP Request > Request Methods

B. HTTP Response > Body Content Types
C. HTTP Response > Header Fields

D. WebBlocker

E. HTTP Request > Authorization

Correct Answer: B

QUESTION 5

Match the monitoring tool to the correct task.

Which tool can ping the source of a denied packet? (Select one)

A. FireBox System Manager — Blocked Sites list

B. Log Server

C. FireWatch

D. Firebox System Manager — Subscription services

E. Firebox System Manager — Authentication list

F. Traffic Monitor

Correct Answer: F

For a quick look at the log messages generated by the Firebox, use Traffic Monitor. With Traffic Monitor, you can apply
color to different types of messages, and ping or traceroute to the IP addresses of computers included in the log

messages.

Reference: Fireware Basics, Courseware: WatchGuard System Manager 10, pages 15, 34, 59, 181
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