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QUESTION 1

Victor wants to use Wireless Zero Configuration (WZC) to establish a wireless network connection using his computer
running on Windows XP operating system. Which of the following are the most likely threats to his computer? Each
correct answer represents a complete solution. Choose two.

A. Information of probing for networks can be viewed using a wireless analyzer and may be used to gain access.

B. Attacker can use the Ping Flood DoS attack if WZC is used.

C. Attacker by creating a fake wireless network with high power antenna cause Victor\\'s computer to associate with his
network to gain access.

D. It will not allow the configuration of encryption and MAC filtering. Sending information is not secure on wireless
network.

Correct Answer: AC

QUESTION 2

Which of the following password cracking attacks is implemented by calculating all the possible hashes for a set of
characters?

A. Rainbow attack

B. Dictionary attack

C. Brute force attack
D. SQL injection attack

Correct Answer: A

QUESTION 3

Which of the following is the most important resource associated with any digital forensic investigations process?
A. Human talent

B. Forensic software

C. Human experience

D. Forensic tools

Correct Answer: A
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QUESTION 4
Which of the following statements explains the dumpster diving hacking technique?

A. This is an information gathering technique in which the attacker runs a software program to automatically call
thousands of telephone numbers to find out a victim who has attached a modem to the Internet.

B. This is an information gathering technique in which an attacker rummages through all the discarded waste-papers in
the victim\\'s trash.

C. This is an information gathering technique in which the attacker calls the help center of the organization and asks
someone to reset a password.

D. This is an information gathering technique in which the attacker injects a Trojan in the victim\\'s computer.

Correct Answer: B

QUESTION 5

Sam, a bank employee, develops a program and uploads it to the bank\\'s server. He deducts $1 a month from the
account of every customer using the program. Probably no account holder will notice this type of illegal debit, but Sam
will make a good amount of money every month. Which of the following types of cybercrime is Sam performing?

A. Salami attack

B. Web jacking

C. Web defacement

D. Data diddling

Correct Answer: A
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