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QUESTION 1

Which two security components should you implement on the sales personnel portable computers to increase security? 

(Click the Exhibit button on the toolbar to see the case study.) 

Each correct answer represents a complete solution. Choose two. 

A. Remote access policy 

B. L2TP over IPSec 

C. Encrypting File System (EFS) 

D. Remote Authentication Dial-In User Service (RADIUS) 

E. PPTP 

Correct Answer: BC 

 

QUESTION 2

Which of the following laws was formed by the legislative branch of the United States government? 

A. Business law 

B. Statutory law 

C. Study law 

D. Administrative law 

Correct Answer: B 

 

QUESTION 3

Brutus is a password cracking tool that can be used to crack the following authentications: 

·HTTP (Basic Authentication) ·HTTP (HTML Form/CGI) ·POP3 (Post Office Protocol v3) ·FTP (File Transfer Protocol)
·SMB (Server Message Block) ·Telnet 

Which of the following attacks can be performed by Brutus for password cracking? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Hybrid attack 

B. Dictionary attack 

C. Brute force attack 
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D. Man-in-the-middle attack 

E. Replay attack 

Correct Answer: ABC 

 

 

QUESTION 4

Which of the following is a valid IP address for class B Networks? 

A. 212.136.45.8 

B. 172.157.88.3 

C. 80.33.5.7 

D. 225.128.98.7 

Correct Answer: B 

 

 

QUESTION 5

Which of the following Intrusion Detection Systems (IDS) is used to monitor rogue access points and the use of wireless
attack tools? 

A. Snort 2.1.0 

B. WIDS 

C. NFR security 

D. LogIDS 1.0 

Correct Answer: B 

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. John notices that the We-are-secure network is vulnerable to a man-in-the-middle attack since the key
exchange process of the cryptographic algorithm it is using does not authenticate participants. Which of the following
cryptographic algorithms is being used by the We-are-secure server? 

A. RSA 

B. Twofish 

C. Blowfish 

D. Diffie-Hellman 

Answer: D 
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