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QUESTION 1

War Driving is the act of moving around a specific area, mapping the population of wireless access points
for statistical purposes. These statistics are then used to raise awareness of the security problems
associated with these types of networks.

Which one of the following is a Linux based program that exploits the weak IV (Initialization Vector)
problem documented with static WEP?

A. Airsnort

B. Aircrack

C. WEPCrack

D. Airpwn

Correct Answer: A

QUESTION 2

Which of the following is the objective of Gramm-Leach-Bliley Act?

A. To ease the transfer of financial information between institutions and banks

B. To protect the confidentiality, integrity, and availability of data

C. To set a new or enhanced standards for all U.S. public company boards, management and public accounting firms
D. To certify the accuracy of the reported financial statement

Correct Answer: A

QUESTION 3

Which of the following is developed to address security concerns on time and reduce the misuse or threat of attacks in
an organization?

A. Vulnerabilities checklists
B. Configuration checklists
C. Action Plan

D. Testing Plan

Correct Answer: A
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QUESTION 4

Which of the following is not a characteristic of a firewall?

A. Manages public access to private networked resources

B. Routes packets between the networks

C. Examines all traffic routed between the two networks to see if it meets certain criteria
D. Filters only inbound traffic but not outbound traffic

Correct Answer: D

QUESTION 5

Which of the following acts related to information security in the US establish that the management of an organization is
responsible for establishing and maintaining an adequate internal control structure and procedures for financial
reporting?

A. USA Patriot Act 2001

B. Sarbanes-Oxley 2002

C. Gramm-Leach-Bliley Act (GLBA)

D. California SB 1386

Correct Answer: B
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