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QUESTION 1

One of the steps in information gathering is to run searches on a company using complex keywords in Google. 

Which search keywords would you use in the Google search engine to find all the PowerPoint presentations containing
information about a target company, ROCHESTON? 

A. ROCHESTON fileformat:+ppt 

B. ROCHESTON ppt:filestring 

C. ROCHESTON filetype:ppt 

D. ROCHESTON +ppt:filesearch 

Correct Answer: C 

 

QUESTION 2

George, a reputed ethical hacker and penetration testing consultant, was hired by FNB Services, a startup financial
services company, to audit the security of their web applications. During his investigation, George discovered that the
company\\'s website is vulnerable to blind SQL injection attacks. George entered a custom SQL query in a form located
on the vulnerable page which resulted in a back-end SQL query similar to the one given below:
http://fnb.com/forms/?id=1+AND+555=if(ord(mid((select+pass from+users+limit+0,1),1,2))= 97,555,777) What is George
trying to achieve with this custom SQL query? 

A. George is searching for the first character of all the table entries 

B. George is searching for the second character of the first table entry 

C. George is searching for the first character of the second table entry 

D. George is searching for the first character of the first table entry 

Correct Answer: C 

 

QUESTION 3
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Which port does DHCP use for client connections? 

A. UDP port 67 

B. UDP port 68 

C. UDP port 69 

D. UDP port 66 

Correct Answer: B 

 

QUESTION 4

John is a newly appointed penetration testing manager in ABC Ltd. He is assigned a task to build a penetration testing
team and asked to justify the return on investment (ROI). To assess and predict the ROI of the team by considering the
parameters like expected returns from the team and cost of investment, how can John calculate the ROI? 

A. ROI = (Cost of investment – Expected returns)/Expected returns 

B. ROI = (Expected returns – Cost of investment)/Cost of investment 

C. ROI = (Expected returns + Cost of investment)/Cost of investment 

D. ROI = (Cost of investment + Expected returns)/Expected returns 

Correct Answer: B 

 

QUESTION 5

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florida; They have given her permission to perform social engineering attacks on the company to see
if their in-house training did any good. Julia calls the main number for the accounting firm and talks to the receptionist.
Julia says that she is an IT technician from the company\\'s main office in Iowa; She states that she needs the
receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Reciprocation 

B. Friendship/Liking 

C. Social Validation 

D. Scarcity 

Correct Answer: A 
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