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QUESTION 1

While auditing a web application for vulnerabilities, Donald uses Burp proxy and modifies the get requests
as below:

http://www.example.com/GET/process.php./../..I..I..1..I..I..]..Ietc/password

What is Donald trying to achieve?

A. Donald is modifying process.php file to extract /etc/password file

B. Donald is trying directory traversal to extract /etc/password file

C. Donald is trying SQL injection to extract the contents of /etc/password file

D. Donald is trying to upload /etc/password file to the web server root folder

Correct Answer: B

QUESTION 2

Which one of the following acts related to the information security in the US fix the responsibility of management for
establishing and maintaining an adequate internal control structure and procedures for financial reporting?

A. California SB 1386

B. Sarbanes-Oxley 2002

C. Gramm-Leach-Bliley Act (GLBA)
D. USA Patriot Act 2001

Correct Answer: B

QUESTION 3

A framework is a fundamental structure used to support and resolve complex issues. The framework that delivers an
efficient set of technologies in order to develop applications which are more secure in using Internet and Intranet is:

A. Microsoft Internet Security Framework

B. Information System Security Assessment Framework (ISSAF)
C. Bell Labs Network Security Framework

D. The IBM Security Framework

Correct Answer: A
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QUESTION 4

Which of the following is the objective of Gramm-Leach-Bliley Act?

A. To ease the transfer of financial information between institutions and banks

B. To protect the confidentiality, integrity, and availability of data

C. To set a new or enhanced standards for all U.S. public company boards, management and public accounting firms
D. To certify the accuracy of the reported financial statement

Correct Answer: A

QUESTION 5

During an internal network audit, you are asked to see if there is any RPC server running on the network and if found,
enumerate the associate RPC services. Which port would you scan to determine the RPC server and which command
will you use to enumerate the RPC services?

A. Port 111, rpcinfo

B. Port 111, rpcenum

C. Port 145, rpcinfo

D. Port 145, rpcenum

Correct Answer: A
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