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QUESTION 1

Which of the following password hashing algorithms is used in the NTLMv2 authentication mechanism? 

A. AES 

B. DES (ECB mode) 

C. MD5 

D. RC5 

Correct Answer: C 

 

QUESTION 2

Snort, an open source network-based intrusion detection sensor, is the most widely installed NIDS in the world. It can
be configured to run in the four modes. Which one of the following modes reads the packets off the network and
displays them in a continuous stream on the console (screen)? 

A. Packet Sniffer Mode 

B. Packet Logger Mode 

C. Network Intrusion Detection System Mode 

D. Inline Mode 

Correct Answer: A 

 

QUESTION 3

After attending a CEH security seminar, you make a list of changes you would like to perform on your network to
increase its security. One of the first things you change is to switch the Restrict Anonymous setting from 0 to 1 on your
servers. This, as you were told, would prevent anonymous users from establishing a null session on the server. Using
User info tool mentioned at the seminar, you succeed in establishing a null session with one of the servers. Why is
that? 

A. Restrict Anonymous must be set to "2" for complete security 

B. Restrict Anonymous must be set to "3" for complete security 

C. There is no way to always prevent an anonymous null session from establishing 

D. Restrict Anonymous must be set to "10" for complete security 

Correct Answer: A 

 

QUESTION 4
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Identify the person who will lead the penetration-testing project and be the client point of contact. 

A. Database Penetration Tester 

B. Policy Penetration Tester 

C. Chief Penetration Tester 

D. Application Penetration Tester 

Correct Answer: C 

 

QUESTION 5

TCP/IP provides a broad range of communication protocols for the various applications on the network. The TCP/IP
model has four layers with major protocols included within each layer. Which one of the following protocols is used to
collect information from all the network devices? 

A. Simple Network Management Protocol (SNMP) 

B. Network File system (NFS) 

C. Internet Control Message Protocol (ICMP) 

D. Transmission Control Protocol (TCP) 

Correct Answer: A 
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