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QUESTION 1

Identify the type of firewall represented in the diagram below: 

A. Stateful multilayer inspection firewall 

B. Application level gateway 

C. Packet filter 

D. Circuit level gateway 

Correct Answer: A 

 

QUESTION 2

What operating system would respond to the following command? 

C:\> nmap -a W 10.10.145.65 

A. Mac OS X 

B. Windows XP 

C. Windows 95 

D. FreeBSD 

Correct Answer: D 

 

QUESTION 3
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You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
hours, you initiate a DoS attack against your external firewall. The firewall quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened? 

A. The firewall failed-open 

B. The firewall failed-bypass 

C. The firewall failed-closed 

D. The firewall ACL has been purged 

Correct Answer: A 

 

QUESTION 4

You are assisting a Department of Defense contract company to become compliant with the stringent 

security policies set by the DoD. One such strict rule is that firewalls must only allow incoming connections 

that were first initiated by internal computers. 

What type of firewall must you implement to abide by this policy? 

A. Circuit-level proxy firewall 

B. Packet filtering firewall 

C. Application-level proxy firewall 

D. Statefull firewall 

Correct Answer: D 

 

QUESTION 5

During the process of fingerprinting a web application environment, what do you need to do in order to analyze HTTP
and HTTPS request headers and the HTML source code? 

A. Examine Source of the Available Pages 

B. Perform Web Spidering 

C. Perform Banner Grabbing 

D. Check the HTTP and HTML Processing by the Browser 

Correct Answer: D 
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