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QUESTION 1

You have compromised a lower-level administrator account on an Active Directory network of a small 

company in Dallas, Texas. You discover Domain Controllers through enumeration. You connect to one of 

the Domain Controllers on port 389 using ldp.exe. 

What are you trying to accomplish here? 

A. Enumerate domain user accounts and built-in groups 

B. Enumerate MX and A records from DNS 

C. Establish a remote connection to the Domain Controller 

D. Poison the DNS records with false records 

Correct Answer: A 

 

QUESTION 2

Which response organization tracks hoaxes as well as viruses? 

A. NIPC 

B. FEDCIRC 

C. CERT 

D. CIAC 

Correct Answer: D 

 

QUESTION 3

What type of equipment would a forensics investigator store in a StrongHold bag? 

A. PDAPDA? 

B. Backup tapes 

C. Hard drives 

D. Wireless cards 

Correct Answer: D 

 

QUESTION 4
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Ron. a computer forensics expert, Is Investigating a case involving corporate espionage. He has recovered several
mobile computing devices from the crime scene. One of the evidence that Ron possesses is a mobile phone from Nokia
that was left in on condition. Ron needs to recover the IMEI number of the device to establish the identity of the device
owner. Which of the following key combinations he can use to recover the IMEI number? 

A. #*06*# 

B. *#06# 

C. #06r 

D. *1MEI# 

Correct Answer: B 

 

QUESTION 5

You are running through a series of tests on your network to check for any security vulnerabilities. After normal working
hours, you initiate a DoS attack against your external firewall. The firewall Quickly freezes up and becomes unusable.
You then initiate an FTP connection from an external IP into your internal network. The connection is successful even
though you have FTP blocked at the external firewall. What has happened? 

A. The firewall failed-open 

B. The firewall failed-closed 

C. The firewall ACL has been purged 

D. The firewall failed-bypass 

Correct Answer: A 
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