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QUESTION 1

It takes mismanaged case/s to ruin your professional reputation as a computer forensics examiner?
A. by law, three

B. quite a few

C. only one

D. at least two

Correct Answer: C

QUESTION 2

To check for POP3 traffic using Ethereal, what port should an investigator search by?
A. 143

B. 25

C. 110

D. 125

Correct Answer: C

QUESTION 3

What should you do when approached by a reporter about a case that you are working on or have worked on?
A. Refer the reporter to the attorney that retained you

B. Say, o comment?Say, ?0 comment

C. Answer all the reporter questions as completely as possibleAnswer all the reporter? questions as completely as
possible

D. Answer only the questions that help your case

Correct Answer: B

QUESTION 4

You are assisting in the investigation of a possible Web Server hack. The company who called you stated that

customers reported to them that whenever they entered the web address of the company in their browser, what they
received was a pornographic web site. The company checked the web server and nothing appears wrong. When you
type in the IP address of the web site in your browser everything appears normal. What is the name of the attack that
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affects the DNS cache of the name resolution servers, resulting in those servers directing users to the wrong web site?
A. ARP Poisoning

B. DNS Poisoning

C. HTTP redirect attack

D. IP Spoofing

Correct Answer: B

QUESTION 5

In conducting a computer abuse investigation you become aware that the suspect of the investigation is using ABC
Company as his Internet Service Provider (ISP). You contact the ISP and request that they provide you assistance with
your investigation. What assistance can the ISP provide?

A. The ISP can investigate anyone using their service and can provide you with assistance

B. The ISP can investigate computer abuse committed by their employees, but must preserve the privacy of their
customers and therefore cannot assist you without a warrant

C. The ISP cannot conduct any type of investigations on anyone and therefore cannot assist you
D. ISPs never maintain log files so they would be of no use to your investigation

Correct Answer: B
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