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QUESTION 1

The Electronic Serial Number (ESN) is a unique __________ recorded on a secure chip in a mobile phone by the
manufacturer. 

A. 16-bit identifier 

B. 24-bit identifier 

C. 32-bit identifier 

D. 64-bit identifier 

Correct Answer: C 

 

QUESTION 2

What will the following Linux command accomplish? dd if=/dev/mem of=/home/sam/mem.bin bs=1024 

A. Copy the master boot record to a file 

B. Copy the contents of the system folder em?to a fileCopy the contents of the system folder ?em?to a file 

C. Copy the running memory to a file 

D. Copy the memory dump file to an image file 

Correct Answer: C 

 

QUESTION 3

Cylie is investigating a network breach at a state organization in Florida. She discovers that the intruders were able to
gain access into the company firewalls by overloading them with IP packets. Cylie then discovers through her
investigation that the intruders hacked into thecompany? firewalls by overloading them with IP packets. Cylie then
discovers through her investigation that the intruders hacked into the company phone system and used the hard drives
on their PBX system to store shared music files. What would this attack on the companycompany? phone system and
used the hard drives on their PBX system to store shared music files. What would this attack on the company? PBX
system be called? 

A. Phreaking 

B. Squatting 

C. Crunching 

D. Pretexting 

Correct Answer: A 
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QUESTION 4

If you see the files Zer0.tar.gz and copy.tar.gz on a Linux system while doing an investigation, what can you conclude? 

A. The system has been compromised using a t0rnrootkit 

B. The system administrator has created an incremental backup 

C. The system files have been copied by a remote attacker 

D. Nothing in particular as these can be operational files 

Correct Answer: D 

 

QUESTION 5

Madison is on trial for allegedly breaking into her university internal network. The police raided her dorm room and
seized all of her computerMadison is on trial for allegedly breaking into her university? internal network. The police
raided her dorm room and seized all of her computer equipment. Madison lawyer is trying to convince the judge that the
seizure was unfounded and baseless. Under which US Amendment isequipment. Madison? lawyer is trying to convince
the judge that the seizure was unfounded and baseless. Under which US Amendment is Madison lawyer trying to prove
the police violated?Madison? lawyer trying to prove the police violated? 

A. The 10th Amendment 

B. The 5th Amendment 

C. The 1st Amendment 

D. The 4th Amendment 

Correct Answer: D 
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