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QUESTION 1

From the following spam mail header, identify the host IP that sent this spam? 

From jie02@netvigator.com jie02@netvigator.com Tue Nov 27 17:27:11 2001 Received: from viruswall.ie.cuhk.edu.hk
(viruswall [137.189.96.52]) by eng.ie.cuhk.edu.hk (8.11.6/8.11.6) with ESMTP id fAR9RAP23061 for ; Tue, 27 Nov 2001
17:27:10 +0800 (HKT) Received: from mydomain.com (pcd249020.netvigator.com [203.218.39.20]) by
viruswall.ie.cuhk.edu.hk (8.12.1/8.12.1) with SMTP id fAR9QXwZ018431 for ; Tue, 27 Nov 2001 17:26:36 +0800 (HKT)
Message-Id: >200111270926.fAR9QXwZ018431@viruswall.ie.cuhk.edu.hk From: "china hotel web" To: "Shlam"
Subject: SHANGHAI (HILTON HOTEL) PACKAGE Date: Tue, 27 Nov 2001 17:25:58 +0800 MIME-Version: 1.0 X-
Priority: 3 X-MSMail-Priority: Normal Reply-To: "china hotel web" 

A. 137.189.96.52 

B. 8.12.1.0 

C. 203.218.39.20 

D. 203.218.39.50 

Correct Answer: C 

 

QUESTION 2

The objective of this act was to protect consumers\\' personal financial information held by financial institutions and their
service providers. 

A. Gramm-Leach-Bliley Act 

B. Sarbanes-Oxley 2002 

C. California SB 1386 

D. HIPAA 

Correct Answer: A 

 

QUESTION 3

Hackers can gain access to Windows Registry and manipulate user passwords, DNS settings, access rights or others
features that they may need in order to accomplish their objectives. One simple method for loading an application at
startup is to add an entry (Key) to the following Registry Hive: 

A. HKEY_LOCAL_MACHINE\hardware\windows\start 

B. HKEY_LOCAL_USERS\Software\Microsoft\old\Version\Load 

C. HKEY_CURRENT_USER\Microsoft\Default 

D. HKEY_LOCAL_MACHINE\Software\Microsoft\CurrentVersion\Run 
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Correct Answer: D 

 

QUESTION 4

What feature of Decryption Collection allows an investigator to crack a password as quickly as possible? 

A. Cracks every password in 10 minutes 

B. Distribute processing over 16 or fewer computers 

C. Support for Encrypted File System 

D. Support for MD5 hash verification 

Correct Answer: B 

 

QUESTION 5

Jessica works as systems administrator for a large electronics firm. She wants to scan her network quickly to detect live
hosts by using ICMP ECHO Requests. What type of scan is Jessica going to perform? 

A. Tracert 

B. Smurf scan 

C. Ping trace 

D. ICMP ping sweep 

Correct Answer: D 
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