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QUESTION 1

You are working for a local police department that services a population of 1,000,000 people and you have been given
the task of building a computer forensics lab. How many law-enforcement computer investigators should you request to
staff the lab? 

A. 8 

B. 1 

C. 4 

D. 2 

Correct Answer: C 

 

QUESTION 2

In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the
case is closed or goes to court? 

A. rules of evidence 

B. law of probability 

C. chain of custody 

D. policy of separation 

Correct Answer: C 

 

QUESTION 3

When making the preliminary investigations in a sexual harassment case, how many investigators are you
recommended having? 

A. One 

B. Two 

C. Three 

D. Four 

Correct Answer: B 

 

QUESTION 4

While looking through the IIS log file of a web server, you find the following entries: 
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What is evident from this log file? 

A. Web bugs 

B. Cross site scripting 

C. Hidden fields 

D. SQL injection is possible 

Correct Answer: D 

 

QUESTION 5

Jessica works as systems administrator for a large electronics firm. She wants to scan her network quickly to detect live
hosts by using ICMP ECHO Requests. What type of scan is Jessica going to perform? 

A. Tracert 

B. Smurf scan 

C. Ping trace 

D. ICMP ping sweep 

Correct Answer: D 
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