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QUESTION 1

While searching through a computer under investigation, you discover numerous files that appear to have had the first
letter of the file name replaced by the hex code byte 5h. What does this indicate on the computer?

A. The files have been marked as hidden

B. The files have been marked for deletion

C. The files are corrupt and cannot be recovered
D. The files have been marked as read-only

Correct Answer: B

QUESTION 2

What type of equipment would a forensics investigator store in a StrongHold bag?
A. PDAPDA?

B. Backup tapes

C. Hard drives

D. Wireless cards

Correct Answer: D

QUESTION 3

What stage of the incident handling process involves reporting events?
A. Containment

B. Follow-up

C. Identification

D. Recovery

Correct Answer: C

QUESTION 4

Profiling is a forensics technique for analyzing evidence with the goal of identifying the perpetrator from their various
activity. After a computer has been compromised by a hacker, which of the following would be

most important in forming a profile of the incident?
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A. The manufacturer of the system compromised

B. The logic, formatting and elegance of the code used in the attack
C. The nature of the attack

D. The vulnerability exploited in the incident

Correct Answer: B

QUESTION 5

What operating system would respond to the following command?
A. Windows 95

B. FreeBSD

C. Windows XP

D. Mac OS X

Correct Answer: B
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