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QUESTION 1

With the standard Linux second extended file system (Ext2fs), a file is deleted when the inode internal link count
reaches

A0
B. 10
C. 100
D.1

Correct Answer: A

QUESTION 2

You have been called in to help with an investigation of an alleged network intrusion. After questioning the members of
the company IT department, you search through the server log files to find any trace of the intrusion. After that you
decide to telnet into one of the company routers to see if there is any evidence to be found. While connected to the
router, you see some unusual activity and believe that the attackers are currently connected to that router. You start up
an ethereal session to begin capturing traffic on the router that could be used in the investigation. At what layer of the
OSI model are you monitoring while watching traffic to and from the router?

A. Network

B. Transport

C. Data Link

D. Session

Correct Answer: A

QUESTION 3

During an investigation, an employee was found to have deleted harassing emails that were sent to someone else. The
company was using Microsoft Exchange and had message tracking enabled. Where could the investigator search to
find the message tracking log file on the Exchange server?

A. C:\Program Files\Exchsrvr\servername.log

B. D:\Exchsrvr\Message Tracking\servername.log

C. C:\Exchsrvr\Message Tracking\servername.log

D. C:\Program Files\Microsoft Exchange\srvr\servername.log

Correct Answer: A
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QUESTION 4

While presenting his case to the court, Simon calls many witnesses to the stand to testify. Simon decides to call Hillary
Taft, a lay witness, to the stand. Since Hillary is a lay witness, what field would she be considered an expert in?

A. Technical material related to forensics

B. No particular field

C. Judging the character of defendants/victims
D. Legal issues

Correct Answer: B

QUESTION 5

Which legal document allows law enforcement to search an office, place of business, or other locale for evidence
relating to an alleged crime?

A. bench warrant
B. wire tap

C. subpoena

D. search warrant

Correct Answer: D
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