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QUESTION 1

The newer Macintosh Operating System is based on: A. OS/2 

B. BSD Unix 

C. Linux 

D. Microsoft Windows 

Correct Answer: B 

 

QUESTION 2

When investigating a potential e-mail crime, what is your first step in the investigation? 

A. Trace the IP address to its origin 

B. Write a report 

C. Determine whether a crime was actually committed 

D. Recover the evidence 

Correct Answer: A 

 

QUESTION 3

You are called in to assist the police in an investigation involving a suspected drug dealer. The suspects house was
searched by the police after a warrant was obtained and they located a floppy disk in the suspects bedroom. The disk
contains several files, but they appear to be password protected. What are two common methods used by password
cracking software that you can use to obtain the password? 

A. Limited force and library attack 

B. Brute Force and dictionary Attack 

C. Maximum force and thesaurus Attack 

D. Minimum force and appendix Attack 

Correct Answer: B 

 

QUESTION 4

You are working in the security Department of law firm. One of the attorneys asks you about the topic of sending fake
email because he has a client who has been charged with doing just that. His client alleges that he is innocent and that
there is no way for a fake email to actually be sent. You inform the attorney that his client is mistaken and that fake
email is possibility and that you can prove it. You return to your desk and craft a fake email to the attorney that appears
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to come from his boss. What port do you send the email to on the company SMTP server? 

A. 10 

B. 25 

C. 110 

D. 135 

Correct Answer: B 

 

QUESTION 5

What is the following command trying to accomplish? 

A. Verify that UDP port 445 is open for the 192.168.0.0 network 

B. Verify that TCP port 445 is open for the 192.168.0.0 network 

C. Verify that NETBIOS is running for the 192.168.0.0 network 

D. Verify that UDP port 445 is closed for the 192.168.0.0 network 

Correct Answer: A 
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