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QUESTION 1

When investigating a network that uses DHCP to assign IP addresses, where would you look to determine which
system (MAC address) had a specific IP address at a specific time? 

A. on the individual computer\\'s ARP cache 

B. in the Web Server log files 

C. in the DHCP Server log files 

D. there is no way to determine the specific IP address 

Correct Answer: C 

 

QUESTION 2

When cataloging digital evidence, the primary goal is to 

A. Make bit-stream images of all hard drives 

B. Preserve evidence integrity 

C. Not remove the evidence from the scene 

D. Not allow the computer to be turned off 

Correct Answer: B 

 

QUESTION 3

While searching through a computer under investigation, you discover numerous files that appear to have had the first
letter of the file name replaced by the hex code byte 5h. What does this indicate on the computer? 

A. The files have been marked as hidden 

B. The files have been marked for deletion 

C. The files are corrupt and cannot be recovered 

D. The files have been marked as read-only 

Correct Answer: B 

 

QUESTION 4

When monitoring for both intrusion and security events between multiple computers, it is essential that the computers\\'
clocks are synchronized. Synchronized time allows an administrator to reconstruct what took place during an attack
against multiple computers. Without synchronized time, it is very difficult to determine exactly when specific events took
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place, and how events interlace. What is the name of the service used to synchronize time among multiple computers? 

A. Universal Time Set 

B. Network Time Protocol 

C. SyncTime Service 

D. Time-Sync Protocol 

Correct Answer: B 

 

QUESTION 5

After passing her CEH exam, Carol wants to ensure that her network is completely secure. She implements a DMZ,
stateful firewall, NAT, IPSEC, and a packet filtering firewall. Since all security measures were taken, none of the hosts
on her network can reach the Internet. Why is that? 

A. Stateful firewalls do not work with packet filtering firewalls 

B. NAT does not work with stateful firewalls 

C. IPSEC does not work with packet filtering firewalls 

D. NAT does not work with IPSEC 

Correct Answer: D 
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