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QUESTION 1

An organization is considering the use of a cloud gateway to backup services to a public cloud. They will use their
existing backup application. What is a design consideration? 

A. Ensuring the cloud storage provider is using the same compression algorithm as the backup software 

B. Ensuring data is encrypted and key management is defined 

C. Ensuring the cloud storage provider is using the same PKI solution as the organization 

D. Ensuring the backup application supports the same authentication mechanism as the public cloud provider 

Correct Answer: B 

 

QUESTION 2

You are designing consumer compute resources in an onsite private cloud. During an assessment, you discover that the
organization\\'s IT staff wants secure access to the underlying host OS. What should be included in the design to
support this requirement? 

A. Host IDS configurationSecure key infrastructure Bridged management network 

B. Perimeter firewall configuration VPN encryption Separate management network 

C. Host OS firewall configuration Central logging Physically isolated management network 

D. Host OS firewall configuration Secure key infrastructure Separate management network 

Correct Answer: B 

 

QUESTION 3

Which additional considerations must a cloud monitoring system address compared to a traditional monitoring system? 

A. Tenant isolation, orchestration, and elastic workloads 

B. Orchestration, elastic workloads, and Data at Rest security 

C. Elastic workloads, Data at Rest security, and tenant isolation 

D. Data at Rest security, tenant isolation, and orchestration 

Correct Answer: C 

 

QUESTION 4

Ian organization wants to protect the cloud management platform (CMP) from loss due to a site disaster. To support this
requirement, the completed cloud design deliverables include the processes and procedures for restoring CMP
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functionality. 

What other item should be included in the deliverables to support this requirement? 

A. Recovery validation and verification processes 

B. Data abstraction keys 

C. List of all consumer service IP addresses 

D. Document containing the data encryption keys 

Correct Answer: A 

 

QUESTION 5

What are general design considerations for inter-cloud links? 

A. Internet connection, network service provider adjacent to the cloud provider, and application behavior 

B. Router and load balancer session synchronization, Internet connection, and network service provideradjacent to the
cloud provider 

C. Application behavior, router and load balancer session synchronization, and Internet connection 

D. Network service provider adjacent to the cloud provider, application behavior, and router and load balancersession
synchronization 

Correct Answer: B 
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