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QUESTION 1

What can the consumer manage and control when subscribing to cloud Software as a Service (SaaS)? 

A. OS settings 

B. Network settings 

C. Application settings 

D. API module 

Correct Answer: C 

 

QUESTION 2

A cloud architect is designing a hybrid cloud for an organization. A requirement for this environment is that the private
cloud user credential be trusted by both cloud provisioning APIs. Which type of authentication will meet this
requirement? 

A. Multi-factor 

B. Federated 

C. Private-key 

D. Shared-key 

Correct Answer: B 

 

 

QUESTION 3

You are designing the VLANs for a CI cloud. You want to separate the LAN traffic to prevent oversubscription. What are
the traffic categories you should use? 

A. Storage, Management, and Connectivity 

B. Operations, Management, and Production 

C. Test, Management, and Production 

D. Operations, Production, and Test 

Correct Answer: A 

 

QUESTION 4
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A cloud architect is evaluating an organization\\'s need for encryption. Which type of encryption eliminates the
requirement for key management? 

A. File system-based 

B. Virtual disk 

C. Embedded 

D. File-based 

Correct Answer: B 

The most convenient form of encryption is disk/volume encryption. If you have any data on an existing Virtual Machine
(VM), you can easily add an encrypted disk or volume. Then, when you unmount the encrypted volume (or power off
the 

server), as long as you don\\'t store the encryption key on the server, your data is safe. 

The drawback with this type of encryption however is that if your server gets compromised somehow, there is a
possibility that the attacker could capture your passphrase/key (and/or data) the next time you mount the disk image. 

 

QUESTION 5

SPECIAL INSTRUCTIONS REMINDER 

The remaining questions are associated with two cases. Each case has an introductory, descriptive passage (case text)
that describes background information and requirements for a specific cloud based design. And each case has a set of 

six related, randomized questions. You will need to read the case text in order to answer the related questions
correctly. 

Given that there are two cases with six scored questions each, the total number of case-based scored questions is 12. 

When you display each questions you can easily review the related case text in a pop-up window by clicking on the
"Case" icon (shown below) 

Case 4 

Refer to the exhibit. 
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Your company is currently using a traditional SAN storage network. The server infrastructure is partially virtualized.
There is a public cloud in place that is used to test development and application migration to cloud. 

Business requirements: 

Consolidate the network, storage, and compute resources Simplify network management and storage provisioning
Maintain application performance 

Need to share resources to reduce cost and improve efficiency Other considerations: 

Monitoring of protection SLAs 

All transactions must be logged for auditing review 

Users are validated using internal credentials 

Refer to Case 4. 

You are designing a transformation from Platform 2.0 to cloud. You review the existing infrastructure and business
requirements. You must detect events that can exploit vulnerabilities in the cloud. Which technology 

should you select? 

A. ISO 

B. PCI DSS 

C. Firewall 

D. IDPS 
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Correct Answer: D 
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